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7 building personalized web apps
* *

Remember me?_
*

What's your name again? Johnson, right.
Well, I'm showing no record of you, Mr. Jackson.
Are you sure you sighed up for a warranty on

your cryogenic storage cell? Oh, T see, so you're
calling from inside your cell right now. And what
was your name again?

No one likes to be forgotten, especially users of web
applications. If an application has any sense of “membership,” meaning that users

somehow interact with the application in a personal way, then the application needs to
remember the users. You’'d hate to have to reintroduce yourself to your family every time
you walk through the door at home. You don’t have to because they have this wonderful
thing called memory. But web applications don’t remember people automatically—it's up
to a savvy web developer to use the tools at their disposal (PHP and MySQL, maybe?) to

build personalized web apps that can actually remember users.

this is a new chapter 345



a good mismatch is hard to find

They say opposites attract

It’s an age-old story: boy meets girl, girl thinks boy is completely nuts, boy
thinks girl has issues, but their differences become the attraction, and
they end up living happily ever after. This story drives the innovative new
dating site, Mis-match.net. Mismatch takes the “opposites attract” theory
to heart by mismatching people based on their differences.

Check out
these guns!

Problem is, Mismatch has yet to get off the ground and is in dire need of
a web developer to finish building the system. That’s where you come 1in.
Millions of lonely hearts are anxiously awaiting your completion of the

application... don’t let them down!

Johan Nettles
Male

1981-11-03
Athens, GA

Sidney loves veality TV,
Y033, and sushi, and is
hoping for a sueeessful
mismateh.

\

I can't wait to
find my perfect
mismatch.

Personal web applications
thrive on personal information,
which requires users to be
able to access an application
on a personal level.

Sidney Kelsow

Sidney Johan loves Fv-oqccssional
em

wrestling, wcigh{lif{ing, and
Spam, and is extited about
anyone who'll veply to him.

1984-07-19
Tempe, AZ

Mismatch users need to be able to interact with the site on a personal
level. Tor one thing, this means they need personal profiles where
they enter information about themselves that they can share with
other Mismatch users, such as their gender, birthdate, and location.
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building personalized web apps

Miswmatch is all about personal data

So Mismatch is all about establishing connections through personal data.

These connections must take place within a community of users, cach

of whom is able to interact with the site and manage their own personal This is the

data. A database called mismatch user is used to keep up with Mismateh database.

Mismatch users and store their personal information.
/ Within the Mismateh

_—— database, the
‘:-_..______ mismateh_usev table
I stores users and theiv
personal profile data.

mismatch_user
birthdate <ty state picture

user. id join, date first_name last_name gonder
2008-0 4-17 Sid ey Kelso 984-07 § empe AL SId"e) pic.IPg

Athens | GA | johanpic.ipg /<

Johan Nettles M 1981-11-03

1 20080523
12:24:06

Eath vow of the
L‘_ ]’ mismateh_user
table tontains
The Edit and View pevsonal data

Profile Pages need for a single user.
to know whose

oeon . Msmay Mismatch - Edit Profile

Mismatch - View Profile _, oo profile to aceess.
First name:  Sdney | e

First mame: 5 Last name;  welos .
Last narne: xﬂﬁi Gender; | Femaie 1 Sldney Kelsow
Gender:  Fermnale Birthdate: :'—“*-“"-3“ Fema|e
Birthdute: ';"J?H-GT-I'} S{Jm': _:"'“" 1984_07_19
Locathon: AR 511

= Pictare: | Choote bie | [8 usnems oy € Tempe, AZ
o &

Would you like i0 st vour profily -

_ RENN
In addition to viewing a user profile, Mismatch users can v QWER

edit their own personal profiles using the Edit Profile page.
But there’s a problem in that the application needs to know
which user’s profile to edit. The Edit Profile page somehow
needs to keep track of the user who is accessing the page.

How can Mismatch customize
the Edit Profile page for each
different user?
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adding log-ins to mismatch

Mismatch needs user log-ins

The solution to the Mismatch personal data access problem involves user
log-ins, meaning that users need to be able to log into the application.
This gives Mismatch the ability to provide access to information that

is custom-tailored to each different user. For example, a logged-in user
would only have the ability to edit their own profile data, although they
might also be able to view other users’ profiles. User log-ins provide the
key to personalization for the Mismatch application.

A user log-in typically involves two pieces of information, a username
and a password.

User log-ins
allow web
applications to
get personal
with users.

Username Password
The job of the username is to provide each The password is responsible for providing
user with a unique name that can be used to a degree of security when logging in users,
identify the user within the system. Users can which helps to safeguard their personal data.
potentially access and otherwise communicate To log in, a user must enter both a username
with each other through their usernames. and password.
* kK k Kk * S
. Sldneyk *kkkkkkk
jnettles y\ Passwords are extremely
K/ sensitive pieces of data and

& Usernames typically consist of
alphanumerie ¢haracters and
are entively up to the user.

A username and password allows a user to log in to the Mismatch
application and access personal data, such as editing their profile.

Khkkkk

should never be made visible
within an ayylica{ion, even
inside the database.

The Edit Profile page
now indicates that
the user is logaed in.

sidneyk _/_\ -Q—C.)-Q— Mismatch - Edi
You are logged in as sidneyk, l

The user’s username and When a user logs /7 Mismatch - Edit Profile

Password ave all that is in the application s
requived to let the application 3ble to remember the
know who ‘U\C‘/ are. user and Provide a

Personalized experience.

348 Chapter 7

Personal Information
First name:
Last name:
Gender: [ Female [3)

irthdate, 15g4-07-15

Kelsow



building web apps

Come up with a user log-in gameplan

Adding user log-in support to Mismatch is no small feat, and it’s important
to work out exactly what is involved before writing code and running
database queries. We know there is an existing table that stores users, so
the first thing is to alter it to store log-in data. We’ll also need a way for
users to enter their log-in data, and this somehow needs to integrate with
the rest of the Mismatch application so that pages such as the Edit Profile
page are only accessible after a successful log-in. Here are the log-in
development steps we’ve worked out so far:

Use ALTER to add username and
password columns to the table.

The database needs new columns for storing the
log-in data for each user. This consists of a username
and password.

User-specific data. So the gop;
tq personalized Pages so t
without a valig log-in.

to the rest of the Mismatch
application.

The Edit Profile and View Profile pages
of the Mismatch application should only
be accessible to logged in users. So we
need to make sure users log in via the
Log In script before being allowed to
access these pages.

é; Connect the Log-In script
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mismatch setup

Before going any further, take a moment to tinker with the Mismatch
application and get a feel for how it works.

Download all of the code for the Mismatch application from the Head First Labs web site

at www.headfirstlabs.com/books/hfphp. Post all of the code to your web server
except for the . sql files, which contain SQL statements that build the necessary Mismatch
tables. Make sure to run the statement in each of the . sql files in a MySQL tool so that you
have the initial Mismatch tables to get started with.

When all that’s done, navigate to the index . php page in your web browser, and check out
the application. Keep in mind that the View Profile and Edit Profile pages are initially broken
since they are entirely dependent upon user log-ins, which we’re in the midst of building

The main Mismateh page allows

b - Where aitraat!
Misna uppusites You to see the name and picture

: m L::l:.f of the latest users, but not muth
/ - . else without being logaed in.

These two links
lead into the L
Personalized parts B

of the application. Aw,

The complete source code for the Mismatch
: application is available for download from the
i Head First Labs web site:

www.headfirstlabs.com/books/hfphp
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Prepping the database for log-ins

OK, back to the construction. The mismatch user table already does
a good job of holding profile information for each user, but it’s lacking
when it comes to user log-in information. More specifically, the table is

missing columns for storing a username and password for each user.

mismatch_user

join_date first_name | last_name gender

birthdate

state

cty

user_id

building personalized web apps

The mismateh user table
needs tolumns for username
and password in order to
store user log—in data.

<

Username and password data both consist of pure text, so it’s
possible to use the familiar VARCHAR MySQL data type for the
new username and password columns. However, unlike some

other user profile data, the username and password shouldn’t ever

be allowed to remain empty (NULL).

The username and password
tolumns tontain simple
text data but should never ~—_ >
be allowed to 90 empty.

_—

usernume * ok ok ok ok

dierdre

kokok ok ok ok ok K

baldpaul

therejare no
Dumb Questions

Q: Why can’t you just use user idinstead
of username for uniquely identifying a user?

A: You can if you want. In fact, the purpose of
user idisto provide an efficient means of
uniquely identifying user rows. However, numeric
IDs tend to be difficult to remember, and users really
like being able to make up their own usernames for
accessing personalized web applications. So it's
more of a usability decision to allow Johan to be able
to log in as “jnettles” instead of “11”. No one wants to
be relegated to just being a number!

harpm your pencil

ch Pco\’lc would wan{: to
try and vemember a password
longer than 16 thavacters!

mismatch_user

Finish writing an SQL statement to add the username and
password columns to the table positioned as shown, with
username able to hold 32 characters, password able to hold
\% 16 characters, and neither of them allowing NULL data.

password

first_name

last_name

gender | birthdate dty picture

user_id | username

you are here » 351



sharpen your pencil solution

Jlarpen your pencil

y solutmn Finish writing an SQL statement to add the username and
password columns to the table positioned as shown, with
ALTER TABLE is used to add username able to hold 32 characters, password able to hold
new tolumns to an c%is‘tihg table. 16 characters, and neither of them allowing NULL data.

The username column i
me olumn i
.ADD password VARCHAR(I6) NOT NULL. AFTER username . < added First, so i’ "0 E

to vef i
Thc AFTER statement tontrols wheve e e
n 'U'\c 'l‘,ablc new Columns are added.

g mismatch_user
last_name | gender birthdate | dty | state

picture

user_id | usernume password join_date | first_name

N The position of columns in a £able doesn’t necessarily

.ma{:{:cr, although it ean sevve an organizational purpose
in tevms of positioning the most important columns fivst.

Use ALTER to add'username and
password columns to the table.

Surely you don't just store a password in
the database as-is... don't you also need
to encrypt a password before storing it?

Good point... passwords require encryption.

Encryption in Mismatch involves converting a password into

an unrecognizable format when stored in the database. Any
application with user log-in support must encrypt passwords so
that users can feel confident that their passwords are safe and
secure. Exposing a user’s password even within the database itself
is not acceptable. So we need a means of encrypting a password
before inserting it into the mismatch user table. Problem is,
encryption won’t help us much if we don’t have a way for users
to actually enter a username and password to log in...

352 Chapter 7



building personalized web apps

Constructing a log-in user interface

With the database altered to hold user log-in data, we still need a way for

users to enter the data and actually log in to the application. This log-in Al'l aPPllcatl()ﬂ log -
user interface needs to consist of text edit fields for the username and . .
password, as well as a button for carrying out the log-in. m r e(IUII' €s a user

The password field is interface for entering

protected so that the

password isnt veadable. tlle username anc[

P&SSWOI’(I.

Mserhamc:

i user
Password: mismatch

user_id | username password
*
9 dierdre | ******

10 bOHpOU| dokok ok kK

kkkk kKK

1 inettles

\ e

Clicking the Log [n button

eati £ the username and
makes the application theck |
't:c c:scrnam‘:"and password Passv{ord theek out, the .
aga'ms{ the database. usev is succcss«cully loaged in.
L NaNe) & Mismatch - View Pmﬁ’

You arc logged in as jnetiles. 3

therejare no
Dumb Questions

If you’re worried about

how users will be able to

log in when we haven’t :
assigned them user names :

Q: So asterisks aren’t actually stored in the database, right?

A: That's correct. The asterisks displayed in a password form

field simply provide visual security, preventing someone from and Pfsswords yet... don’t
looking over your shoulder as you enter the password. When the : sweat 1t.
form is submitted, the password itself is submitted, not the asterisks. : R .

) b ¢ We’ll get to creating user names and passwords :
That's why it's important for the password to be encrypted before . ih st a bit. F o tant to lav
inserting it into the database. : or users 1 just a bit. or now 1t's important to lay

¢ the groundwork for log-ins, even if we still have
: more tasks ahead before it all comes together.
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the sha() function

Encrypt passwords with SHA()

The log-in user interface is pretty straightforward, but we didn’t address

the need to encrypt the log-in password. MySQL offers a function called Tlle MySQL SHA()
SHA () that applies an encryption algorithm to a string of text. The { t N
result is an encrypted string that is exactly 40 hexadecimal characters unclon encr y P S

long, regardless of the original password length. So the function actually
generates a 40-character code that uniquely represents the password.

a piece of text

Since SHA () is a MySQL function, not a PHP function, you call it as into a unic[ue 40-
part of the query that inserts a password into a table. For example, this 11 c[
code inserts a new user into the mismatch user table, making sure to character code.

encrypt the password with SHA () along the way.

INSERT INTO mismatch user

(username, password, join date) VALUES ('jnettles', SHA('tatlover'), NOW())
The SHAO function cntr\/\?‘[‘,s the password into a Q
40-thavacter hexadetimal tode that gets stored This is the actual
in the password column of the mismatth_user table. password as enteved inbo

the password form field.

The same SHA () function works on the other end of the log-in equation
by checking to see that the password entered by the user matches up with
the encrypted password stored in the database.

The aetual Password
b(scrname: (
Password: SHA (' tatlover') The SHAQ funetion turns
an B—thavatter password
-m into 3 AO—thavacter
( entrypted string of text.

\

! e511d793f532d.be0e0483538e11977f7b7c33b28 !

Instead of stoving +
. 9 the actual password,
mismatch_user store the 40—¢tharacter enerypted cod‘:c

user_id | username password | ...
9 dierdre | 08447b...
10 baldpaul 230dcb‘..‘L_‘E

1n inenleu@‘ \_) a0 - Mismatch - View mei.’

You are logged in as jnettles. 3
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Comparing
passwords

Once you've encrypted a piece of information, the natural instinct is to
think in terms of decrypting it at some point. But the SHA () function is
a one-way encryption with no way back. This is to preserve the security
of the encrypted data—even if someone hacked into your database and
stole all the passwords, they wouldn’t be able to decrypt them. So how is it
possible to log in a user if’ you can’t decrypt their password?

You don’t need to know a user’s original password to know if they’ve
entered the password correctly at log-in. This is because SHA () generates
the same 40-character code as long as you provide it with the same

string of text. So you can just encrypt the log-in password entered by

the user and compare it to the value in the password column of the
mismatch user table. This can be accomplished with a single SOQL
query that attempts to select a matching user row based on a password.

building web apps

The SHA(

function ProviJes
one-way
encry]otion—you
can't Jecry]ot
data that has
bheen encrypteJ.

This is the password entered

SELECT * FROM mismatch user
WHERE password = SHA('tatlover')

K The SHAO ‘Cunc{jon is talled +o

entvypt the password so that i
tan :il\?\?car in the WHERE ¢lause.

This SELECT query selects all rows in the mismatch user

table whose password column matches the entered password,
'tatlover' in this case. Since we’re comparing encrypted versions of
the password, it isn’t necessary to know the original password. A query
to actually log in a user would use SHA (), but it would also need to
SELECT on the user ID, as we see in just a moment.

Making room for the encrypted password

The SHA () function presents a problem for Mismatch since encrypted
passwords end up being 40 characters long, but our newly created
password column is only 16 characters long. An ALTER is in order to
expand the password column for storing encrypted passwords.

ALTER TABLE mismatch user

CHANGE password password VARCHAR (40) NOT NULL

The size of the password olumn is thanged J
to 40 so that Cn(,\r\/\ﬂ:cd passwords will fit.

(- by the user in order to log in.

therejare no
Dumb Questions

Q: What does SHA() stand for?

A: The SHA () function stands for Secure
Hash Algorithm. A *hash” is a programming
term that refers to a unique, fixed-length string
that uniquely represents a string of text. In the
case of SHA (), the hash is the 40-character
hexadecimal encrypted string of text, which
uniquely represents the original password.

Q; Are there any other ways to encrypt
passwords?

A: Yes. MySQL offers another function similar
to SHA () called MD5 () that carries out

a similar type of encryption. But the SHA ()
algorithm is considered a little more secure than
MD5 (), soit's better to use SHA () instead.
PHP also offers equivalent functions (shal ()
and md5 () ) if you need to do any encryption in
PHP code, as opposed to within an SQL query.
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modifying mismatch_user

asT Drive

Add the username and password columns to the
mismatch user table, and then try them out.

Using a MySQL tool, execute the ALTER statement to add the
username and password columns to the mismatch user table.

ALTER TABLE mismatch user ADD username VARCHAR(32) NOT NULL AFTER user id,
ADD password VARCHAR(16) NOT NULL AFTER username

But our password column actually needs to be able to hold a 40-
character encrypted string, so ALTER the table once more to make room
for the larger password data.

ALTER TABLE mismatch user
CHANGE password password VARCHAR(40) NOT NULL

Don't foraet to ene
Now, to test out the new columns, let’s do an INSERT for a new user. the Fasswc?rd b‘/ :;“.I:);Ft
INSERT INTO mismatch user / the SHAQ function.

(username, password, join date) VALUES ('jimi', SHA('heyjoe'), NOW())

To double-check that the password was indeed encrypted in the database, take
a look at it by running a SELECT on the new user.

For a suetessful log—in,
SELECT password FROM mismatch user WHERE username = 'jimi' this st be the same

?asswo\rd used when
insc\r{:ing the vow.

/

SELECT username FROM mismatch user WHERE password = SHA ('heyjoe')

And finally, you can simulate a log-in check by doing a SELECT on the
username and using the SHA () function with the password in a WHERE clause.

File Edit Window Help OppositesAttract

SHA ('heyjoe') ;

__________ Only one user matthes the
< entryphed password.

row in set (0.
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building personalized web apps

So the password is now encrypted,
but we still need to build a log-in form.
Could we just use HTTP authentication
since it requires a username and

password to access protected pages?

Yes! HTTP authentication will certainly
work as a simple user log-in system.

If you recall from the Guitar Wars high score application
in the last chapter, HT'TP authentication was used

to restrict access to certain parts of an application by
prompting the user for a username and password. That’s
roughly the same functionality required by Mismatch,
except that now we have an entire database of possible
username/password combinations, as opposed to one
application-wide username and password. Mismatch
users could use the same HT'TP authentication window;
however, they’ll just be entering their own personal
username and password.

To view this page, you nead i
i ] R |
Mismatch” on m.mis-m.i:dm?:t AT The S{’aahda‘fd HTTP

Your passward will be sent in the clear. au{hch{jca{joy\ window, which is

ny [ browser—specific, tan sevve as

Passward: 3 sim?lc log-—ih usev interface.

r
Remamber this password in my keyehain

{_Cancel } fm‘j

you are here »
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http authentication for mismatch

Authorizing users with HTTP

As Guitar Wars illustrated, two headers must be sent in order to restrict
access to a page via an HT'TP authentication window. These headers
result in the user being prompted for a username and password in order to
gain access to the Admin page of Guitar Wars.

HTTP/1.1 401 Unauthorized

n -Authenticate: Basic realm="Guitar Wars"

These two headers must be sent
in order 4o vestriet aceess to a
page via HTTP authentication.

Sending the headers for HT'TP authentication amounts to two lines of
PHP code—a call to the header () function for each header being sent.

header ('HTTP/1.1 401 Unauthorized'); ~<—— HTTP authentication

header ('WWW-Authenticate: Basic realm="Mismatch"'); rcquircs us {;o send
two headers.

This is the vealm for the
authentication, which applies
4o the entive application.

A username and password ave
vequived in order {o ateess

Unless a user enters the

torvett username and rcs‘{:Y"IC‘ECId \’iﬁ‘s n e éwtar
vs application.

Passwov-d, ‘U\C\/ Cahho‘t Ta view this page, you need 1o log in to area Ha ¥

see or use "H’\IS FQSC- lm "CUITAF WATE™ S0 Wi QUItArWars. pat
" Guligp ' Your sasmoed wil be sest in the ear,

Hame; rock

| Below s a li
’ Password: I_un '

| Ashton Sim
'_'Rrrmml:rrmis passwrd in ey keychain

Eddie Vanil
Caneel } m

! Belita Chey

I Phiz Ladrst
Faco Jasto

| . 4 Eemove
Nevil Jﬂhl.lj.mcm 2008-04-24 08:02:11 98430 Bamoyve

Kenny Lavite 200E.-04-23 12:09:50 64930 Remove
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building personalized web apps

Circle the different parts of the Mismatch application that are impacted by the Log-In script

. (Login.php) and its usage of HTTP authentication to control access. Then annotate how
Eie\lcuSe those application pieces are impacted.

Heve's the
Log—In seript.

login.php

R viewprofile.php

>
index.php

mismatch_user

editprofile.php
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exercise solution

i T ———

—

—

<f p

s
ann B e e e

login.php

When a user logs in, their
username and password
are thecked against the
database to ensure they
are a vegistered usev-

g - W v sy sl

mismatch_user

I£ a vow isn't found that matehes

In stript displays an ervor message
and prevents further access.

Circle the different parts of the Mismatch application that are impacted by the Log-In script
(login.php) and its usage of HTTP authentication to control access. Then annotate how
those application pieces are impacted.

The home pPage Fla\/s no
dirett vole in user Iog—-ins
because it needs +o remain

acteessible by all. 1

the username and password, the Log index.php

editing profiles
is vestrieted,

meaning that onl\/
logaed in users tan
aceess these pages.

/’

The Edit Profile page not
onl\/ velies on the Log [n
sevipt for vestricted ateess,
but it also needs the username

in order to determine which
profile 4o edit.

therejare no
b Questions

Dum

Q} Why isn’t it necessary to include the home page when
requiring user log-ins?

A: Because the home page is the first place a user lands when
visiting the site, and it's important to let visitors glimpse the site
before requiring a log-in. So the home page serves as both a teaser
and a starting point—a teaser for visitors and a starting point for
existing users who must log in to go any deeper into the application.

Q: Can logged-in users view anyone’s profile?
A: Yes. The idea is that profiles are visible to all users who log

in, but remain private to guests. In other words, you have to be a
member of Mismatch in order to view another user’s profile.

360 Chapter 7

Q: How does password encryption affect HTTP
authentication?

A: There are two different issues here: transmitting a password
and storing a password. The SHA () MySQL function focuses on
securely storing a password in a database in an encrypted form. The
database doesn’t care how you transmitted the password initially, so
this form of encryption has no impact on HTTP authentication.
However, an argument could be made that encryption should also
take place during the transmission of the password when the HTTP
authentication window submits it to the server. This kind of encryption
is outside the scope of this chapter and, ultimately, only necessary
when dealing with highly sensitive data.
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Logaing In Users with HTTP Authentication

The Log-In script (Login.php) is responsible for requesting a username
and password from the user using HT'TP authentication headers, grabbing
the username and password values from the $ SERVER superglobal, and
then checking them against the mismatch user database before providing
access to a restricted page.

<?php
require once ('connectvars.php'); IF fh
'c useérname and Password
if (!isset (S _SERVER['PHP AUTH USER']) || !isset($ SERVER['PHP AUTH PW'])) ({ haven't been cn{ﬂcd) send
// The username/password weren't entered so send the authentication headers fhc a“f“thfkafbn hcad
header ('HTTP/1.1 401 Unauthorized'); {o PVOmpf fh ers
header ('"WWW-Authenticate: Basic realm="Mismatch"'); € user.
exit ('<h3>Mismatch</h3>Sorry, you must enter your username and password to log in and access '
'this page.');
} Grab the username
and ?asswo\rd

entered by the user.

// Connect to the database
Sdbc = mysqli connect (DB_HOST, DB USER, DB_PASSWORD, DB NAME) ;

Pevform a query to
see i‘p any vrows mateh

// Grab the user-entered log-in data {hcnscrna e and
m n

Suser username = mysqli real escape string($dbc, trim($_ SERVER['PHP AUTH USER']));
Suser password = mysqli real escape string($dbc, trim($ SERVER['PHP AUTH PW'])); ChCYYP£Cd Paﬁvmrd

// Look up the username and password in the database

Squery = "SELECT user id, username FROM mismatch user WHERE username = 'Suser username' AND "
"password = SHA('$user_password')";

Sdata = mysqli query($dbc, Squery);

if (mysgli num rows (Sdata) == 1) {

// The log-in is OK so set the user ID and username variables

Srow - mysqli_fetch array (Sdata); I£ 2 vow matehes, it means the

e ogn 3 0Ks 310w ek 46 £ o dkabae ow matshes i
} fuser_id and fusername variables. username and password, send
else { the authentication headevs

// The username/password are incorrect so send the authentication headers

header ('HTTP/1.1 401 Unauthorized');

header ('WWW-Authenticate: Basic realm="Mismatch"') ;

exit ('<h2>Mismatch</h2>Sorry, you must enter a valid username and password to log in and '
'access this page.');

a93in to re—prompt the user.

—s

}

// Confirm the successful log-in
echo ('<p class="login">You are logged in as ' . Susername . '.</p>"');

y

All is well at this Poin{:, so
tonfirm the suttesskul log—in.

Build a -In script that
prompts the user to enter their
username and password.
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test drive mismatch

—Test DRIVe

Create the new Log-In script, and include it in the View Profile
and Edit Profile scripts.

Create a new text file named login.php, and enter the code for the Log-In script in
it (or download the script from the Head First Labs site at www.headfirstlabs.
com/books/hfphp). Then add PHP code to the top of the viewprofile.php
and editprofile.php scripts to include the new Log-In script.

Upload all of the scripts to your web server, and then open the main Mismatch page

in a web browser. Click the View Profile or Edit Profile link to log in and access the
personalized pages. Of course, this will only work if you've already added a user with a
username and password to the database.

These two links lead o the protected This password is SHAO cncv\/y{:cd
Pages, which invoke the Log—|n sevipt and tompared with the Vas.swo\.rd
if a user isn't |055cd in. in the database 4o determine if

the log—in is allowed.

To wiew thig PRg®, you nesd o
“Mismatch” on wwe.mis

Vour pusswsed will bt sest in P chaar,

Mame: inetthey |
Pasiward: [sesvanss l

[ Remember this password jn my keychain

T

The Log—In stript uses HTTP
authentication to prevent
unaukhorized aceess to the View
Profile and Edit Profile pages.

The home page is not protected by

the Log—[n seript, but it does serve
as the starting point for navigating
deeper into the application.
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Any Mismateh page that ~

requires log—in support onl
has to include the login.yh‘z
sevipt at the very bcginning

<?php
require_once ('login.php');
2>

<html>

<head>
" I'ES COdC- j?tiemismatd{ - View Profile</title>
ink rel="stylesheet" type="text/css" href="st "
</head> ylesces 1

hados

Fou are logged in ax fnemies,
Mismatch - View Profile

Username: jncities
First name: Johan
Last name: Nehes
Gender:  Male
Birthdate: 19511103
Locathon:  Athens, GA

Picture;

Wonld you like o gdin your profile?

R, DB_PASSWORD, DB_NAME) ;

base

The Log—lh stri\?{ is intluded
first thing in the View Profile
and Edit Profile sevipts to

enforte user log—ins.

viewprofile.php

2>

Both pages signify the log—in
with a éonfirma{:ion that is
provided b\/ the Log-—ln seript. You are lagged in o3 furles,
\_/7 Mismatch - Edit Profile

— Perscanl Informaton

2php
requireionce('loqin.php‘):

<html>

<head>
<title>Mismatch - Edit profile</title>

<link rel="stylesheet" type="text/css" href=
< /head>

nstyle.css" />

Firsd name:
Last name:
Gender:
Birthdage:
Clity:
State: ‘ca
Picture:

kxhan
“Memag
a5
“18e1-11-01

Athena

[£ the username and password
chetk out, then the user is

logaed in, and the vest of the ~—>

page is allowed to load.

{%ave Prafie )
J

Eath user is now presented
with theiv very own tustomized
Mismateh expeviente.

r
Chonte Bie ) [® johangic jpg

DB_PASSWORD, DB_NAME) ;

editprofile.php

Connect the Log-In scrip ) h
rest of the Mismatch application.
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mismatch needs a

Ruby loves hovror movies, tube puzzles,
and spiey food, but hates Mismateh
at the moment for not lc{‘:‘:ina her
Sign up and use the system.

T'd love to log in and start
working on my profile, but I
can't figure out how to sigh up.

New Mismatch users need a way to sign up.

The new Mismatch Log-In script does a good job of using
HTTP authentication to allow users to log in. Problem is,
users don’t have a way to sign up—logging in is a problem
when you haven’t even created a username or password yet.
Mismatch needs a Sign-Up form that allows new users to
join the site by creating a new username and password.

Username?

Password?

364



A form for signing up new users

What does this new Sign-Up form look like? We know it needs to allow the
user to enter their desired username and password... anything else? Since
the user is establishing their password with the new Sign-Up form, and
passwords in web forms are typically masked with asterisks for security

purposes, it’s a good idea to have two password form fields. So the user enters

the password twice, just to make sure there wasn’t a typo.

So the job of the Sign-Up page is to retrieve the username and password
from the user, make sure the username isn’t already used by someone else,
and then add the new user to the mismatch user database.

Password:
tord
(retype)

(

Clicking the Sign Up button
vesults in the application
adding the username and
password to the database.

building personalized web apps

The password is double—entered to
help eliminate the visk of an intorvett
password getting set for the user.

mismatch_user

user_id | username l password

10 baldpaul | d8a01l...
n jnettles e511d7...
12 rubyr 062e4a...

LN

One potential problem with the Sign-Up script involves the user attempting
to sign up for a username that already exists. The script needs to be smart
enough to catch this problem and force the user to try a different username.
So the job of the Sign-Up page is to retrieve the username and password
from the user, make sure the username isn’t already used by someone else,
and then add the new user to the mismatch user database.

\

Sinte the passwords are now
entrypted, they've secure even
when viewing the database.
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finish signup.php

366

PHP & MySQL Magnets

The Mismatch Sign-Up script uses a custom form to prompt the user
for their desired username and password. Problem is, the script code
is incomplete. Use the magnets below to finish up the script so new

users can sign up and join the Mismatch community.

Here'’s the

Regiuration Info
Username: iy
Pasgword:  ssnuaa .
<?php g J——
require once ('appvars .php'); iretype:
require once ('connectvars .php'); (B

// Connect to the database
$dbc =mysgli connect (DB_HOST, DB_USER, DB_PASSWORD, DB NAME) ;

if (isset ($ _POST[ "submit'])) {
// Grab the profile data from the POST

if (lempty (Susername) && lempty ($passwordl) && lempty (Spassword2) &&

// Make sure someone isn't already registeredusing this username

$query = "SELECT * FROM mismatch user WHERE username = ! ;
$data =mysqli_query ($dbc, Squery);
if (mysqli_num_rows(sdata) ==0) {

// The username is unique, sO insert the data into the database

Squery = "INSERT INTO mismatch user (username, password, join_date) VALUES " .

" ', SHA(' '), NOW()) " Don't 1co\r5c£, you have to
eseape an apostrophe if it
appears inside of sing)le quotes.

mysgli query ($dbc, Squery) ;

// Confirm success with the user

echo '<p>Your new account has been successfully created. You\'re now ready to log in and ' .

'<ahref="editprofile.php">edit your profile</a>.</p>";

mysqgli close ($dbc);
exit ()

}

Chapter 7
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else {
// Bn account already exists for this username, so display an error message
echo '<p class="error">An account already exists for this username. Please use a different ' .
'address.</p>";

else {
echo '<p class="error">You must enter all of the sign-up data, including the desired password ' .
'twice.</p>"';
}
}

mysgli close ($dbc);
2>

<p>Please enter your username and desired password to signup to Mismatch.</p>
<formmethod="post" action="<?php echo $ SERVER| '"PHP SELF']; 2>">
<fieldset>
<legend>Registration Info</legend>
<label for="username">Username:</label>

<input type="text" A tname=" s

value="<?php if (lempty( ))echo . ; 2>" /><br />
<label for=" ... ">Password:</label>
<input type=" ... ... M= "name="_ ... " /><br />
<label for=" ... n"spassword (retype) :</label>
<input type=" "id=" " name=" " /><br />

</fieldset>
<input type="submit" value="Sign Up" name="submit" /> =<F
</form>
\f P

signup.php

username

| $usernane [SC00 e |

$username

[ password2 T pacewora |

password2

$Password2
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the completed signup.php

PHP & MySQL Magnets Solution

The Mismatch Sign-Up script uses a custom form to prompt the user

'fo'r their desired username and password. Problem is, the script code Heve’s the
is mcomplgte. Use the magnets below to finish up the script so new SiS“'“P form.
users can sign up and join the Mismatch community.

<?php : [Grsnaere
require once ('appvars .php');
require once ('connectvars .php');

// Connect to the database
$dbc =mysgli connect (DB_HOST, DB _USER, DB_PASSWORD, DB_NAME) ;
Grab all of the user—enter
if (isset($ POST['submit'])) making sure £o tlean it {"‘Ed data,
// Grab the profile data from the POST 9 sure to tlean 1T up ist. O,

mysqli_real_escape_string ($dbc, trim($ POST[' ‘1))

$passwordl :mysqli_real_escape_string($dbc, trim($ _POST['

.| $password2 | . .1i real escape_string($dbc, trim($_POST[

if (!empty (Susername) && lempty ($passwordl) && lempty ($password?) && Chetk +o make sure Jcha{-,

e e L

// Make sure someone isn't already registeredusing this username both Fasswords mateh.

Squery = "SELECT * FROM mismatch user WHERE username = ! M "

Periorm a query to see if
$data =mysqli query ($dbc, Squery) ; — wski A \/s ma{;ﬂ\ Jchc
if (mysgli num_rows ($data) ==0) { an\/ existing vow

// The username is unique, so insert the data into the database username enteved.
Squery = "INSERT INTO mismatch user (username, password, join_date) VALUES " .

R ey S 170 matth i und, e

username is unique, so we £an
mysqli query ($dbc, Squery) ;

Either password could be used heve 377 out the [NSERT.
// Confirm success with the user since H\CY must be c‘\"al to 56{" to this Foih‘t-

echo '<p>Your new account has been successfully created. You\'re now ready to log inand ' .
'<ahref="editprofile.php">edit your profile</a>.</p>";

Confivm the suceessful
sign—up with the user,
S————" and exit the sevipt.

Susername

mysqli close ($dbc);
exit ();

}
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else {
// An account already exists for this username,

echo '<p class="error
'address.</p>";

]
: wo Clear the fusername
"« variable so that the
) form field is tleaved.
}

else {

"twice.</p>";

<legend>Registration Info</legend>
<label for="username">Username: </label>

Al
| username

value="<?php if (!empty (

<input type="text" id='z

"

<input type="

==

<label for=" ">Password:</label>

"ig=" passwordl

<label for="

Dum

Q: Why couldn’t you just use HTTP authentication for signing
up new users?

A: Because the purpose of the Sign-Up script isn't to restrict
access to pages. The Sign-Up script's job is to allow the user to
enter a unique username and password, and then add them to the
user database. Sure, it's possible to use the HTTP authentication
window as an input form for the username and password, but the
authentication functionality is overkill for just signing up a new user.
It's better to create a custom form for sign-ups—then you get the
benefit of double-checking the password for data entry errors.

so display an error message
"SAn account already exists for this username. Please

cho '<p class="error">You must enter all of the sign-up data,

} K One or more of the form fields ave

} CMP‘{ZY; so display an evrvor message.
mysgli close ($dbc);

?>

<p>Please enter your username and desired password to signup to Mismatch.</p>

<formmethod="post" action="<?php echo $ SERVER| "PHP_SELF']; ?>">
<fieldset>

"
name=" | ysername

" name=" " /><br />

s password (retype) :</label>

therejare no
b Questions

building personalized web apps

use adifferent ' .

R_ The username is not
unique, S0 dis‘?la\/ an
evvovr messagc-

including the desired password ' .

0 ' " —_n " /><br />
</fieldset> . @
<input type="submit" value="Sign Up" name="submit />
</form> ~
signup.php

Q: So does the Sign-Up script log in users after they sign up?

A: No. And the reason primarily has to do with the fact that the
Log-In script already handles the task of logging in a user, and
there’s no need to duplicate the code in the Sign-Up script. The
Sign-Up script instead presents a link to the Edit Profile page, which
is presumably where the user would want to go after signing in. And
since they aren’t logged in yet, they are presented with the Log-In
window as part of attempting to access the Edit Profile page. So the
Sign-Up script leads the user to the Log-In window via the Edit Profile
page, as opposed to logging them in automatically.
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adding a sign-up link

Give users a chance to sigh up

We have a Sign-Up script, but how do users get to it> We need to let users
know how to sign up. One option is to put a “Sign Up” link on the main
Mismatch page. That’s not a bad idea, but we would ideally need to be able
to turn it on and off based on whether a user is logged in. Another possibility
is to just show a “Sign Up” link as part of the Log-In script.

When a new user clicks the “View Profile” or “Edit Profile” links on the main
page, for example, they’ll be prompted for a username and password by the
Log-In script. Since they don’t yet have a username or password, they will
likely click Cancel to bail out of the log-in. That’s our chance to display a link
to the Sign-Up script by tweaking the log-in failure message displayed by the
Log-In script so that it provides a link to signup.php.

Here’s the original log-in failure code:
This tode ")us{: shows a log—in

evvor message with no mention

of how to sign up £or Mismateh.

exit ('<h3>Mismatch</h3>Sorry, you must enter your username and password to log in and access ' .

'this page.');

This code actually appears in two different places in the Log-In script: when
no username or password are entered and when they are entered incorrectly.
It’s probably a good idea to go ahead and provide a “Sign Up” link in both
places. Here’s what the new code might look like:

This tode is muth move
helpful since it 9enevates a
link to the Sign-Up sevipt

so that the usev an sign up. \/

exit ('<h2>Mismatch</h2>Sorry, you must enter a valid username and password to log in and ' .

'access this page. If you aren\'t a registered member, please <a href="signup.php">sign up</a>."');

Nothing £anc\/ heve, )u5£ _j\
a novmal HTML link 4o
the signup-php seript.
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—Test DRIVe

Add Sign-Up functionality to Mismatch.

Create a new text file named signup.php, and enter the code for the Sign-Up script in

it (or download the script from the Head First Labs site at www.headfirstlabs.com/
books/hfphp). Then modify the login. php script to add links to the Sign-Up script for
users who can’t log in.

Upload the scripts to your web server, and then open the Sign-Up page in a web browser.
Sign up as a new user and then log in. Then edit your profile and view your profile to
confirm that the sign-up and log-in worked correctly. The application now has that

personalized touch that’s been missing.
TN TR athentization
is used to log in Ruby

Mismatch - Sign 1
L T W T G ..:..Nril:-ha-u L] baSCd o h .
Flitws coms it st L T — ‘ -I\u _I.:"_:.,:.*:“.::.n.iqr ; n her Slgn-—u‘)
Hegamanar lnfn T '“‘FOVmafion.
M sl
e —
> RN —

Pprersbete 1ot pan i 4 fow RirEhain

radeye

Cool! T can log in
to Mismatch and

Fims e gl B 0

Mismasch - Edif Profile

Sign—ups and log—ins turn an

imYC\rsonal a:é?hl'-afw“ into 3 ~Proscel ki
COmmun'l{':‘/ intevested users. Pe——" then edit and view my
Lt e i personal profile.

Wirdhdlate: 187518
R Gwmnin
Sagiei A1
B o 4

[ L]

i

Fim e kg i e ey
Slismateh - View Frulile

L
¥irst camee sy
Linst waerw: Riniwen
Conder:  bus
Birddam: 597209 3y

Loston;  Chongndirgm, a3

Ruby’s profile is
onl\/ aceessible
after logging in.

P

Piture:

Wionle pom ke bt o i v



mismatch also needs to et users log out

I share a computer with two
roommates, and I'd rather

they not have access to my
Mismatch profile. I need to
be able to log out!

Community web sites must allow users to log out so
that others can’t access their personal data from a
shared computer.

Allowing users to log out might sound simple enough, but it presents

a pretty big problem with HT'TP authentication. The problem is that
HTTP authentication is intended to be carried out once for a given page
or collection of pages—it’s only reset when the browser is shut down. In
other words, a user is never “logged out” of an HTTP authenticated web
page until the browser is shut down or the user manually clears the HTTP
authenticated session. The latter option is easier to carry out in some
browsers (Firefox, for example) than others (Safari).

800

“"—‘\L_*__ Mismatch - Egit Profi Onte you |05 in, you
T eand i st B s{:a¥ in wntil you
isma rdi T wiew this page, you naed ta bog in to area cowser.
M teh - Edit Profile “Migmatch” on wwes.mis-match.net ClOSC {')\C b
r—Perscaal Informarian Wour piksweed will be sent in the dhear

Firsd name:  Suney
Lm_ RAME:  Kelouw Password. [=eeese
Gender: | Femae 18]
Birthdate: toss-pr_os
City: Terpe
State: a2
Picture: | Chooss e ) [w
——y e

Mamme: xldnc';k.

— Remember this password in my keychain
{Cancsl | [ login

signeme

/

A |05—ou{: ‘cca{:wc
would allow Sidney to
cavefully control attess

ofile.
to her yc\rsonal pro® Even though HTTP authentication presents a handy and simple way to

support user log-ins in the Mismatch application, it doesn’t provide any
control over logging a user out. We need to be able to both remember
users and also allow them to log out whenever they want.
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Wouldn't it be dreamy if we could
remember the user without keeping them
logged in forever. Am I just a hopeless
PHP romantic?
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introducing cookies

Sometimes you just need a cookie

The problem originally solved by HT'TP authentication is twofold: there
is the issue of limiting access to certain pages, and there is the issue of
remembering that the user entered information about themselves. The
second problem is the tricky one because it involves an application
remembering who the user is across multiple pages (scripts). Mismatch

HTTP authentication
stores data persistently

on the client but doesn’t

accomplishes this feat by checking the username and password stored

in the $§ SERVER superglobal. So we took advantage of the fact that
PHP stores away the HT'TP authentication username and password in a
superglobal that persists across multiple pages.

allow you to delete it
when you're done.

wiew thi , you naad to bog in 1o amea ,
Tﬁlsr::tlh"crgwirﬁ.w:ls-md!r.h.ne'. Tl‘\c /s__gERVER
superglobal stores

Jchc username and
password Pcrsis{:cnfl\/.

$_SERVER['PHP_AUTH USER']

Wour pabyweord will b dent in the chear

Wame: sidneyk

$_SERVER[' PHP_AUTH PW']

Passward. |eeee e

| pemember this password in my keyehain
’ . .
But we don’t have the luxury of HT'TP authentication anymore because

it can’t support log-outs. So we need to look elsewhere for user persistence
across multiple pages. A possible solution lies in cookies, which are
pieces of data stored by the browser on the user’s computer. Cookies are
a lot like PHP variables except that cookies hang around after you close
the browser, turn off your computer, etc. More importantly, cookies can
be deleted, meaning that you can eliminate them when you’re finished
storing data, such as when a user indicates they want to log out.

{ Canest I'_Egglﬂ -1

Cookies allow you to
Persistently store small
Pieces of data on the
client that can outlive

Web server
Store

cookie data ‘ =
—
Retrieve
cookie data
i T

Cookie data is stored on the user’s computer by their web browser. You
have access to the cookie data from PHP code, and the cookie is capable
of persisting across not only multiple pages (scripts), but even multiple
browser sessions. So a user closing their browser won’t automatically log
them out of Mismatch. This isn’t a problem for us because we can delete
a cookie at any time from script code, making it possible to offer a log-out
feature. We can give users total control over when they log out.

any single script... and
can be deleted at will!

-

Client web
browser
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What’s in a cookie?

A cookie stores a single piece of data under a unique name, much
like a variable in PHP. Unlike a variable, a cookie can have an expiration

date. When this expiration date arrives, the cookie is destroyed. So cookies
aren’t exactly immortal—they just live longer than PHP variables. You can

create a cookie without an expiration date, in which case it acts just like a
PHP variable—it gets destroyed when the browser closes.

Nawe

user id =1

12/0872008 Value

Expiration date

building personalized web apps

The unique name of the cookie

The value stored in the cookie

The date when the cookie
expires... and meets its demise

Cookies allow you to store a string of text under a certain name, kind of
like a PHP text variable. It’s the fact that cookies outlive normal script
data that makes them so powerful, especially in situations where an
application consists of multiple pages that need to remember a few pieces
of data, such as log-in information.

username = sidneyk

01/01/3000

Not providing an )

expivation date at
all causes a tookie to
be deleted when the

browser is tlosed-

Setting a tookie’s
expivation date far
into the future makes

it move Fcrmahcn‘{:.

So Mismatch can mimic the persistence provided by the $ SERVER
superglobal by setting two cookies—one for the username and one for the
password. Although we really don’t need to keep the password around, it
might be more helpful to store away the user ID instead.

therejare no
Dumb Questions

Q} What's the big deal about cookies
being persistent? Isn’t data stored in a
MySQL database persistent too?

A: Yes, database data is most certainly
persistent. In fact, it’s technically much more
persistent than a cookie because there is

no expiration date involved—if you stick

data in a database, it stays there until you
explicitly remove it. The real issue in regard
to cookies and persistence is convenience.
We don't need to store the current user’s ID
or username for all eternity just to allow them
to access their profile; we just need a quick
way to know who they are. What we really
need is temporary persistence, which might
seem like an oxymoron until you consider the
fact that we need data to hang around longer
than a page (persistent), but not forever.
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the setcookie() function

Use
Balke-cookies with PHP

PHP provides access to cookies through a function called setcookie ()
and a superglobal called $ COOKIE. The setcookie () function is
used to set the value and optional expiration date of a cookie, and the

$ COOKIE superglobal is used to retrieve the value of a cookie.

setcookie ('username', 'sidneyk');

S
username = sidneyk
The £ irst a\rgumcr\{: The value 4o be stored
to seteookie() is the in the tookie is YGSSCd
name of the cookie. as the second a\rsumth{‘»

echo ('<p class="login">You are logged in as ' $ _COOKIE['username'] . '.</p>'");

The name of the cookie is used _/‘
+o rc«cc;rcm:c the tookie value
in the i_COOKIE superglobal.

The power of setting a cookie is that the cookie data persists across Tlle pHp

multiple scripts, so we can remember the username without having to
prompt the user to log in every time they move from one page to another
within the application. But don’t forget, we also need to store away the
user’s ID in a cookie since it serves as a primary key for database queries.

setcookie() function
allows you 1o store
data in cookies.

setcookie('user_id', '1l');

Cookies ave always stored as
text, so even though the user E
[D is a number, we stove it in

a tookie as the string I

The setcookie () function also accepts an optional third argument
that sets the expiration date of the cookie, which is the date upon which
the cookie is automatically deleted. If you don’t specify an expiration

date, as in the above example, the cookie automatically expires when the
browser is closed.
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— agdharpen your pencl
Switching Mismatch to use cookies involves more than just writing a new

h Log-Out script. We must first revisit the Log-In script and change it to use
cookies instead of HTTP authentication. Circle and annotate the parts'of
the Log-In code that you think need to change to accommodate cookies.

<?php
require_once('connectvars.php');

if (!isset(S_SERVER['PHP AUTH USER']) || !isset ($_SERVER['PHP_AUTH PW'])) {
// The username/password weren't entered so send the authentication headers
header ("HTTP/1.1 401 Unauthorized') ;
header ('WWW-Authenticate: Basic realm="Mismatch"');
exit('<h3>Mismatch</h3>Sorry, Yyou must enter your username and password to '
'log in and access this page. If you aren\'t a registered member, please '
'<a href:"signup.php">sign up</a>.");

// Connect to the database
$dbc = mysqli_connect(DB;HOST, DB_USER, DB PASSWORD, DB NAME) ;

// Grab the user-entered log-in data
$user username = mysqli¥rea1_escape‘string($dbc, trim(S_SERVER['PHPiAUTHiUSER‘]));
Suser password = mysqli_real escape string($dbc, trim(S*SERVER[’PHP_AUTH_PW']));

// Look up the username and password in the database

$query = "SELECT user_id, username FROM mismatch_user WHERE username = "
"'Suser username' AND password = SHA('$user_password')";

$data = mysqli_query($dbc, $query);

if (mysqli num rows ($data) == 1) {
// The log-in is OK so set the user ID and username variables
Srow = mysqli fetch array($data);
Suser_id = $row[’user‘id'];
Susername = $row['username'];
}
else {
// The username/password are incorrect so send the authentication headers
header ("HTTP/1.1 401 Unauthorized') ;
header ('WWW-Authenticate: Basic realm="Mismatch""');
exit(’<h2>Mismatch</h2>Sorry, you must enter a valid username and password '
'to log in and access this page. If you aren\'t a registered member,
'please <a href:"signup.php">sign up</a>.");

// Confirm the successful log-in
echo ('<p class="login">You are logged in as ' . $username . '.</p>");

2> <t

49
login.php
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sharpen your pencil solution

harpen vour
3 . Solution

pencil

Switching Mismatch to use cookies involves more than just writin.g anew
Log-Out script. We must first revisit the Log-In script and change it to use
cookies instead of HTTP authentication. Circle and annotate the parts'of

the Log-In code that you think need to change to accommodate cookies.

We need to theek for the

[nstead of getting the username and

c%ls!:‘gh‘z‘c‘ of 3 «‘joc;klc {: . Yasswo\rd from an authentication window,
see | € user Is 0556 n we nccd b use 3 ‘COY‘M wi{‘)\ POST da{;a
or h0£~
\ <?php
\‘\:ifuireionce('connectvars.php');
if (lisset (S SERVER['PHP_AUTH USER']) || !isset ($_SERVER['PHP AUTH PW'])) {

username/password werepn T SNlLered so

Cld The authencicacion neaders

header ("HTTP/1.1 401 Unauthorized"')

header ('WWW-Authenticate: Basic realm="Mismatch""') ;

i

// Grab the user-entered log-in data
$user username =
$user password =

// Look up the username and password
Squery = "SELECT user id,
"'Suser username' AND password =

else {

you must enter yoUT Username and password to

We h°|°hSCY eXluT—<ﬁ Mlsmatch</h3>$orry,

{o 'log in and access this page. If
need '<a href="signup.php">sign up</a>.');
send HTTP }

hentication
:ufd // Connect to the database
eadeys.

$dbc = mysqliﬁconnect(DB‘HOST, DB_USER, DB PASSWORD, DB_NAME) ;

mysqli_real*escape¥string(Sdbc, trig
mysqliireal;escape_string($dbc, tring

username FROM mismatch user WHERE username = "
SHA ('Suser_ password')";

)
$data = mysqli query ($dbc, Squery) ; $:;\_—””’__'Thc qucry dOCShf
have to thange at alll
if (mysgli num rows ($data) == 1) {
// The log-in is OK so set the user ID and username variables
Srow = c]i_F@fnh_ar?a ($data) ; Heve we need {0 set
Suser id = $row['user id']; <£T_“‘~\\\\~___________ kies i Sftad °£
username = $row['username']; tWO tookies n X
} setting sevipt vaviables.

// The username/password are incorrect so send

you aren\'t a registered member, please '

($_SERVER['PHP_AUTH USER'])
($_SERVER['PHP AUTH PW']));

in the database

the authentication headers

>

header ("HTTP/1.1 401 Unauthorized')

header ('WWW-Authenticate: Basic realm="Mismatch""') ;

7

exX1T U =<mZ2>Mismatch</h SOTITy,
'to log in and access this page.

}

// Confirm the successful log-in

?>

for enteving the username and password, we need to
tveate an HTML Log—In form for entering them.

You must enter a

'please <a href="signup.php">sign up</a>.");

echo ('<p class="login">You are logged in as '

Sinte we tan't rcl\/ on the HTTP authentication window

TrTdUsername and password '
If you aren\'t a registered member, '

$username '.</p>");

login.php
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Rethinking the flow of log-ins

Using cookies instead of HTTP authentication for Mismatch log-ins
involves more than just rethinking the storage of user data. What about
the log-in user interface? The cookie-powered log-in must provide its
own form since it can’t rely on the authentication window for entering a
username and password. Not only do we have to build this form, but we
need to think through how it changes the flow of the application as users

building personalized web apps

A new form takes the

log in and access other pages.

Mismutch - Where o posites sttract

place of the HTTP
authentication window
for entering the username
and password for log—ins.

®logs
- g Lig

Lsiest et Clickin5 the new
“Log In" link leads
1o the Log—In page,
wheve a user ¢an
enter their log—in
information o |05 in

When not logged in, the
latest members ave
displayed as statie names.

index.php

The Log—Ou‘{: sevipt is
accessible via a link that is
pact of the log—in status.

Mismasch - View Proflle
Yz o dop gl m iy andmedk. Log ouc

Ustymarer: skingyic

viewprofile.php

[ the user is logaed in-

Mse\rname:
Password:

After succcss\cull\/ logging
in, the user is vediveeted
back to the home page,

wheve the menu now veveals

that {:hcy ave logaed in.

haViga'ﬁion menu
intludes a Log
Out link that
also shows the
username of the
logged in usev-.

I aira prem e
¢
¢

Exsi

Restvicted pages ave

now attessible since

After logging in, the _—
|a{:cs{: member names
thange to links to their

vespective profile views. index.php
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login.php—now cookie-powered!

A cookie-powered log-in

The new version of the Log-In script that relies on cookies for log-in
persistence is a bit more complex than its predecessor since it must
provide its own form for entering the username and password. But it’s
more powerful in that it provides log-out functionality.

<?php

require once ('connectvars.php'); Ervor messages are now stored

in @ variable and displayed, if

// Clear the error message . 7
$error msg = ""; i—/ necessary, later in the SCViF{L

// If the user isn't logged in, try to log them in

if (!isset($_COOKIE['user id'])) +=—

if (isset($ POST['submit'])) 4=

Chetk the user_id tookie to
see if the user is logged in.

Mismatck - Log In
—Lag In

Uscroame:  sideayk
Puwwmﬂ:F::T—______j
TLeain’)

login.php
Here's the ncw_/

LOS-‘!n Form.

// Connect to the database -~

$dbc = mysgli connect (DB _HOST, DB USER, DB PASSWORD, DB_NAME) ;

// Grab the user-entered log-in data

Suser username = mysqli real escape_string(Sdbc, trim($_POST['username']));
Suser password = mysqli real escape string(Sdbc, trim($ POST['password'])):

if (!empty($user username) && !empty(Suser password)) {
// Look up the username and password in the database

[£ the usev isn't logged

in, see if they've

submitted log—in data.

The user—enteved data
now tomes (:rom ‘(:ov'm

v~ POST data instead of
an au{:hcv\'{:ica‘{:ion window.

Squery = "SELECT user id, username FROM mismatch user WHERE username = 'S$user username' AND "

"password = SHA('Suser password')";
Sdata = mysqli query($dbc, S$query);

if (mysqgli num rows ($data) == 1) {

Log in the user by setting

uscr_id and usevrname eookies.

// The log-in is OK so set the user ID and[username cookies, and redirect to the home page

Srow = mysqli fetch array($data);
setcookie ('user id', Srow['user id']);
setcookie ('username', Srow['username']);
$home_url = 'http://' $_SERVER['HTTP_HOST']
header ('Location: ' Shome url);

}

else {

dirname ($_SERVER['PHP_SELF'])

'/index.php';

// The username/password are incorrect so set an error message

Serror msg = 'Sorry, you must enter a valid username and password to log in.';

}
}

else {

// The username/password weren't entered so set an error message
Serror msg = 'Sorry, you must enter your username and password to log in.';

}

}

2>

<html>
<head>
<title>Mismatch - Log In</title>
<link rel="stylesheet" type="text/css" href="style.css" />
</head>
<body>
<h3>Mismatch - Log In</h3>

tontinues on the ‘Facing page...

380 Chapter 7

Rediveet the user
to the Mismateh
home page upon a
sutccss‘cul |og—ih~

R

Set the ervor message
variable if any{:hing is
wrong with the |05-—'m data.

The Log—In seript is now 3 £ull

N~ web page, so it vequives all the

skandard HTML elements.



<?php

building personalized web apps

// 1f the cookie is empty, show any error message and the log-in form; otherwise confirm the log-in

if (empty($_COOKIE['user id'])) {
echo '<p class="error">' . Serror msg .

< /p>"; < [€ the user still isnt logged

y in at this point, go ahead

<form method="post" action="<?php echo $_ SERVER['PHP SELF'];
<fieldset>
<legend>Log In</legend>
<label for="username">Username:</label>
<input type="text" id="username" name="username"

2>">

and show the ervor message.

value="<?php if (!empty(Suser username)) echo $user username; ?>" /><br />

<label for="password">Password:</label>

<input type="password" id="password" name="password" />
</fieldset>
<input type="submit" value="Log In" name="submit" />

</ rorm Everything prior fo this curly brace
<?phV is still part of the fivst if clause.

}
else {
// Confirm the successful log in
echo ('<p class="login">You are logged in as '

}

2>

</body>
</html>

Finish the HTML ¢ode o
tomplete the Log—[n web page.

therejare no o
Dumb Questions

Q: Then why not also store the
password in a cookie as part of the log-in
data?

Q: Why is it necessary to store both
the user ID and username in cookies?

A: Since both pieces of information
uniquely identify a user within the Mismatch
user database, you could use either one for
the purpose of keeping up with the current
user. However, user idis a better (more
efficient) user reference with respect to the
database because it is a numeric primary
key. On the other hand, user idis fairly
cryptic and doesn’t have any meaning to the
user, so username comes in handy for letting
the user know they are logged in, such as
displaying their name on the page. Since
multiple people sometimes share the same
computer, it is important to not just let the
user know they are logged in, but also who
they are logged in as.

A: The password is only important for
initially verifying that a user is who they
claim to be. Once the password is verified as
part of the log-in process, there is no reason
to keep it around. Besides, passwords

are very sensitive data, so it's a good idea

to avoid storing them temporarily if at all
possible.

. $_COOKIE['username']

These two form fields are
used to enter the username
and password for loggihg in.

[£ the user is logged in at
this point, Jusic Lell them so.

ey <

Q: It looks as if the form in the
Log-In script is actually inside the i £
statement? Is that possible?

A: Yes. In fact it's quite common for PHP
code to be “broken up” around HTML code,
as is the case with the Log-In script. Just
because you close a section of PHP code
with 2>, doesn’'t mean the logic of the code
is closed. When you open another section of
PHP code with <?php, the logic continues
right where it left off. In the Log-In script, the
HTML form is contained within the first 1 £
branch, while the e 1 se branch picks up
after the form code. Breaking out of PHP
code into HTML code like this keeps you
from having to generate the form with a
bunch of messy echo statements.
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mismatch's dynamic menu

Navigating the Mismatch application

The new Log-In script changes the flow of the Mismatch application,
requiring a simple menu that appears on the home page (index.php).
This menu is important because it provides access to the different major
parts of the application, currently the View Profile and Edit Profile pages,
as well as the ability for users to log in, sign up, and log out depending on
their current log-in state. The fact that the menu changes based on the

user’s log-in state is significant and is ultimately what gives the menu its A different menu is shown _/
power and usefulness. depending on whether the
username Cookie is set.

This menu appears when a
user is not loaged in, givin
them an oPFo\r"l:uhi{:\/ + )

either log in or sign up.

The index.php seript
knows 4o show Lhe
limited menu when
it ean't find the

username Cookie.

The menu is generated by PHP code within the index . php script, and
this code uses the $ COOKIE superglobal to look up the username cookie
and see if the user is logged in or not. The user ID cookie could have also
been used, but the username 1s actually displayed in the menu, so it makes
more sense to check for it instead.
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The user_id tookie isnt
used for the different
menus but is still
important for Mismateh

user pevsistence.
determines whith

user id = 3
‘/mcnu is displa\/cd
Iiiiiﬁiiiiiﬁiil

The usevrname eookie

Menu for logaed

in users

o Hipen

// Generate the navigation menu
if (isset ($_COOKIE['username'])

echo '&#10084; <a href="viewprofile.php">View Profile</a>

echo '&#10084; <a href="editprofile.php">Edit Profile</a>Kbr />';
echo '&#10084; <a href="logout.php">Log Out (' . $ COOKIE['username'] )Y </a>"';
}
else {
echo '&#10084; <a href="login.php">Log In</a><br />'; - Logln
echo '&#10084; <a href="signup.php">Sign Up</a>'; w smlle <5§\\\
} & Menu for visitors
)
The little heart symbols next to I("‘S"‘ “_‘"‘)" aren't
cath menu item are made possible °99ed in

by this HTML entity, which is
supported on most browsers.
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log out users by deleting cookies

Hello, remember
me? I still really,
really need to log out.

We really need to let users log out.

Cookies have made logging into Mismatch and navigating the site a bit
cleaner, but the whole point of switching from HTTP authentication to
cookies was to allow users to log out. We need a new Log-Out script that
deletes the two cookies (user ID and username) so that the user no longer
has access to the application. This will prevent someone from getting on
the same computer later and accessing a user’s private profile data.

Since there is no user interface component involved in actually logging
out a user, it’s sufficient to just redirect them back to the home page after
logging them out.

Mismaich » Where o posiies atrac!
- Pk

= By Profie
 Log Ol (Sccyiy

Sidney is ‘ j <t
still waiting

1o log out.- f>

logout.php

The Log-—Ou{: sevipt
deletes the user
log—in tookies and
vediveets back to
the home page.

Mismatch - Whene opposites altract’

—

Lo
o S 1
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Logging out means deleting cookies

Logging out a user involves deleting the two cookies that keep track of the
user. This is done by calling the setcookie () function, and passing an
expiration date that causes the cookies to get deleted at that time. Minutkes

The turrent time Setonds Hours

,—

setcookie ('username', 'sidneyk', time() + (60 * 60 * 8)); Tonebhen, L expresion
one )
— seks an expivation date
'\_/- that is 8 hours Leom

the turvent time.

This code sets an expiration date 8 hours into the future, which means the
cookie will be automatically deleted in 8 hours. But we want to delete a
cookie immediately, which requires setting the expiration date to a time in

the past. The amount of time into the past isn’t terribly important—just TO c[elete a
pick an arbitrary amount of time, such as an hour, and subtract it from .. .
the current time. COO](le, ]ust set 1ts
setcookie ('username', 'sidneyk', time() - 3600) ; expiration Jate 10
b0 setonds ¥ bO minutes = 3600 a time in the past.

setonds, which is | hour into the past.

The Log-Out script for Mismatch is missing a few pieces of code. Write the missing code, making
sure that the log-in cookies get deleted before the Log-Out page is redirected to the home page.

ExerciSe

// If the user is logged in, delete the cookie to log them out

// Delete the user ID and username cookies by setting their expirations to an hour ago (3600)

// Redirect to the home page
Shome url = 'http://' . $ SERVER['HTTP HOST'] . dirname ($ SERVER['PHP SELF']) . ' '

header ('Location: ' . $home_url);

?>
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<z

?>

complete logout.php script

The Log-Out script for Mismatch is missing a few pieces of code. Write the missing code, making
rl sure that the log-in cookies get deleted before the Log-Out page is redirected to the home page.
XeRciSe

oLution

php

// If the user is logged in, delete the cookie to log them out 0“*7'°3 out a USCV5£ fhcy

iE issc{:(fl_COOKIEE‘uscr_jle) ) é-// are alrcady lo%cd in

// Delete the user ID and username cookies by setting their expirations to an hour ago (3600)

....................................................... \ Set eath tookie {0 an hour

seteockieCusername’, ) timeQ) — 3600); < in the past so that they ;ff;:ﬁij:‘yaae

} ave deleted by the system. which is construchod as
an absolute URL.

// Redirect to the home page 2

S$home url = 'http://' . $ SERVER['HTTP HOST'] . dirname ($ SERVER['PHP SELF']) . /mdcxyhf ...... ‘i

header ('Location: ' . Shome url);

A lotation header vesults in the
browser vedirecting to another page.

386
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Use cookies to add Log-Out functionality to Mismatch.

Modify the Mismatch scripts so that they use cookies to allows users to log in and out (or
download the scripts from the Head First Labs site at www . headfirstlabs.com/
books/hfphp. The cookie modifications involve changes to the index.php, login.php,
logout.php, editprofile.php, and viewprofile.php scripts. The changes

to the latter two scripts are fairly minor, and primarily involve changing Suser id and
Susername global variable references so that they use the $ COOKIE superglobal instead.

Upload the scripts to your web server, and then open the main Mismatch page (index . php)
in a web browser. Take note of the navigation menu, and then click the “Log In” link and log
in. Notice how the Log-In script leads you back to the main page, while the menu changes to
reflect your logged in status. Now click “Log Out” to blitz the cookies and log out.
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Cookies ave
treated 1o
vemember the
user and |03 in.

Mismatch - Where op posites attract’
* iow ol

% Ly Prrdliie
W Log O (mdeeyielf

Logging in and
out of Mismatch

is now controlled
entirely by cookies.

I'm outta here
for now. See yal

Mlmu:ﬁ-‘vlrwrmm.

T con g ped tn s iy, fog anc.

Usermame: skineys
Firsl name) Suiney

/ Gender:  Fernsle
Birddste: 10700

Cookies are thrown _
avay 4o forget the o ‘g

user and log out.

7

Sidney is pleased
that she ¢an log
tLereBre no out and know that

D o o hevr Mismateh
um Q,uestl = ns Yro@ilc can't be

edited b anyone
Q- So simply deleting the cookies is all that is required to log out? while she's away-:

WL yeea Ui 0 el st gl

A: Yes. Cookies are responsible for storing all of the log-in information for Mismatch (user ID and
username), so deleting them results in a complete log-out.

Q: Why are the cookies set to an hour in the past in order to be deleted? Is there
something significant about an hour?

A: No. A cookie is automatically deleted by the web browser once its expiration date/time passes.
So deleting a cookie involves setting the expiration to any time in the past. An hour (3600 seconds)
is just an arbitrary amount of time chosen to consistently indicate that we're deleting a cookie.
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storing user data on the server, instead of the client

Mismateh user Jason, lover of
hik'mg, bod\/ piertings, and Howard
Ghern, has tookies disabled in his
browser, whith presents a problem
for logaing in.

Uh-oh. T have cookies
disabled in my browser,
and I can't log in. What

Q am I supposed to do?

0

Sinte tookies are disabled, the
Log-In sevipt fails and just
sends the user back to hc. home
page without being logged in-

N =
\ b,
“ Client web
browser
L1

\\
CThc browser rc{)cc-{;s the

tookies, preven ing the Log—In
seript £rom setting them.

The attempted
log—'m starts

heve.

Web server

Usernimie! juae

The sevver attempts
1o set the user D
and username tookies
on the browser

Who cares about
Jason? Don't most people
have cookies enabled?

Yes, but web applications should be as accessible to
as many people as possible.

Some people just aren’t comfortable using cookies, so they opt for the
added security of having them disabled. Knowing this, it’s worth trying to
accommodate users who can’t rely on cookies to log in. But there’s more.
It turns out that there’s another option that uses the server to store
log-in data, as opposed to the client. And since our scripts are already
running on the server, it only makes sense to store log-in data there as well.
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Sessions aren’t dependent on the client

Cookies are powerful little guys, but they do have their limitations, such S . u
as being subject to limitations beyond your control. But what if we didn’t €ss10ns allow you to
have to depend on the browser? What if’ we could store data directly

on the server? Sessions do just that, and they allow you to store away Pel" SIStently store Smau

individual pieces of information just like with cookies, but the data gets .
stored on the server instead of the client. This puts session data outside of Pleces 0{ Jata on tlle

the browser limitations of cookies.

server, inJe]oenJently
of the client.

Web server
Store session data

Unlike eookies, The browser doesn't

sessions store their factor dircc{:ly
@{hc sevver. into the s{:oragc of

session data since
CVCYthing is stored
on the server. E

Client web

Retrieve session data

browser
Sessions store data in session variables, which are logically equivalent
to cookies on the server. When you place data in a session variable using . . .
PHP code, it is stored on the server. You can then access the data in the Sll’lce session (Iata j Y
session variable from PHP code, and it remains persistent across multiple
pages (scripts). Like with cookies, you can delete a session variable at any Store(l on tlle server,
time, making it possible to continue to offer a log-out feature with session- oy .
based code. lt 15 m M al'l(I

more reliable than

data stored in cookies.

m — —

A user can’t manua“\/ delete
session data using their
browser, which ean be a

Surely there’s a catch, right? Sort of. Unlike cookies, sessions don’t problem with eookies.

offer as much control over how long a session variable stores data.

Session variables are automatically destroyed as soon as Theve isn't an cxyira{:ion date assotiated
a session ends, which usually coincides with the user shutting with session vaviables betause U\c\/ are
down the browser. So even though session variables aren’t stored au{aoma{:ica“\/ deleted when a session ends.

on the browser, they are indirectly affected by the browser since
they get deleted when a browser session ends.
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the session_start() and session_destroy() functions

The life and times of sessions

Sessions are called sessions for a reason—they have a very clear start .

and finish. Data associated with a session lives and dies according to the Tlle pH p SQSSIOII_StaI' t()
lifespan of the session, which you control through PHP code. The only { H tart .
situation where you don’t have control of the session life cycle is when the unction starts a session

user closes the browser, which results in a session ending, whether you like aIIC[ au OWS y ou to L e glﬂ
1t or not.
You must tell a session when you’re ready to start it up by calling the StOl‘iﬂg C[ata in session

session start () PHP function.

variables.

session_start(); 6 _5:; EH:’ sﬁ:;i{:on

Calling the session start () function doesn’t set any data—its job
1s to get the session up and running. The session is identified internally

by a unique session identifier, which you typically don’t have to concern
yourself with. This ID is used by the web browser to associate a session

with multiple pages. EB

This is the unique
Web server  session D, which
is automatically
genevated as part

of a new session.

—-\_/index_php

When a session is
started, a session [D

is set that uniquely viewprofile.php
identifies the session. editprofile.php

Client web
browser

<~ The session [D is used
behind the stenes to allow
multiple pages to share
ateess to session data.

The session ID isn’t destroyed until the session is closed, which
happens either when the browser is closed or when you call the
session destroy () function.

K\This PHP fund{:ion

session_destroy() ; ends a session.

The session_Jestroy()

If you close a session yourself with this function, it doesn’t
{unc‘tlon closes a session. automatically destroy any session variables you've stored. Let’s take

a closer look at how sessions store data to uncover why this is so.
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Keeping up with session data

The cool thing about sessions is that they’re very similar to cookies in
terms of how you use them. Once you've started a session with a call to
session_start (), you can begin setting session variables, such as
Mismatch log-in data, with the $§ _SESSION superglobal.

$_SESSION['username'] =

/& The value to be stored
is just assigncd to the
¢ "SESSION supevglobal

The name of the session '5
vav-ialblc is used as an index into

the §_SESSION supevglobal.
echo ('<p class="login">You are logged in as '

Unlike cookies, session variables don’t require any kind of special function
to set them—you just assign a value to the S SESSTION superglobal,
making sure to use the session variable name as the array index.

What about deleting session variables? Destroying a session via
session destroy () doesn’t actually destroy session variables, so
you must manually delete your session variables if you want them to be
killed prior to the user shutting down the browser (log-outs!). A quick
and effective way to destroy all of the variables for a session is to set the
$ SESSION superglobal to an empty array.

£ This tode ki

$ SESSION = array(); lls all of the session

variables in the current session.

But we’re not quite done. Sessions can actually use cookies behind the
scenes. If the browser allows cookies, a session may possibly set a cookie
that temporarily stores the session ID. So to fully close a session via PHP
code, you must also delete any cookie that might have been automatically
created to store the session ID on the browser. Like any other cookie, you
destroy this cookie by setting its expiration to some time in the past. All
you need to know is the name of the cookie, which can be found using the
session name () function.

if (isset($_COOKIE[session name()])) {
setcookie (session name(), '', time()

- 3600) ;

} i’
Fiest cheek 4o see Dcs‘{;ro\/ the session tookie

it 3 session Lookie

actually exists.

‘si&hueydc' F_______—///”""—-__‘\§‘

$_SESSION|[ 'username']

by setting its expivation
1o an hour in the past.

building personalized web apps

The session variable
is treated and
stored on the sevrver-.

username = sidneyk
S

To access the session variable, Jus{:
use the i SESS|ON superglobal
and the session variable name.

Session variables
are not automatically

deleted when a

sessi10n 1s Jestroye(l.

|§ a session is using 3
tookie +o help remember
the session [D, then {:.\\c
Dis stoved in 3 tookie
named after the session
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how mismatch works with sessions

Start heve!

Renovate Mismatch with sessions

Reworking the Mismatch application to use a session to store log-in data
isn’t as dramatic as it may sound. In fact, the flow of the application
remains generally the same—you just have to take care of a little extra
bookkeeping involved in starting the session, destroying the
session, and then cleaning up after the session.

Two session

4 vaviables are
eveated to store
/ the user |D and
. usevname for the
session_start(); log—in.

The session_start(0) funetion

gets things started by

opening @ session.
I£ eookies are enabled, the
server treates one to hold
the session [D — otherwise
the [D is passed through
the URL of each page.

session_destroy () ;

The scssion__dcsb"°‘l() ',bf: zotl’;o::c :':zs:‘:ed
funttion ends the session, ID, it is destro ccni
preventing it from being ’ [

used in another page.

./

Log—ih data is now
remembeved using @ session

instead of eookies.

N

Aemaich - View Profile

g dopipied i dawy LOp #eT
[P T
Firul mam

Gender:;  hld2
Rirdkedatr V3090534
Lacasiont  Holywood. CA

/

The session variables
ave destroyed by
elcaring out the
i_SESSION arvay.

Fturr!

Wuld pou e w0 gL pos malle?
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Log out with sessions

Logging a user out of Mismatch requires a little more work with sessions
than the previous version with its pure usage of cookies. These steps must
be taken to successfully log a user out of Mismatch using sessions.

\/ou don't know for tertain
o Delete the session variables. / if a session tookie is being
Check to see if a session cookie used without thecking
exists, and if so, delete it.
OK, so this is 3 bonus step

that isn't s{:riz:'l:l\/ vequired

Q Redirect the user to the home page./ o log the wser out, but is
helpful nonetheless.

@\LFBN ’ﬂur Pl‘,ncll The Log-Out script for Mismatch is undergoing an overhaul to use sessions

9 Destroy the session.

instead of pure cookies for log-in persistence. Write the missing code to

“sessionize” the Log-Out script, and then annotate which step of the log-out
process it corresponds to.

<?php
// If the user is logged in, delete the session vars to log them out
session start();

if ( ) |

// Delete the session cookie by setting its expiration to an hour ago (3600)

if (isset ($_COOKIE[session name()])) {

// Redirect to the home page

Shome url = 'http://' . $ SERVER['HTTP_HOST'] . dirname ($ SERVER['PHP SELF']) . '/index.php';
header ('Location: ' . Shome url);
?>
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the "sessionized”

_ rpen your pencil
y &Iutmn The Log-Out script for Mismatch is undergoing an overhaul to use sessions

process it corresponds to.

@ Delete the session variables.

2 Cheek to see if a session tookie exists, and if so,
delete it

@ Destroy the session.
@ Rediveet the user to the home page.

Even when |055'm3 out, Yyou have
1o first start the session in ovder

ion vaviables.
<?php 4o aceess the session va

// 1f thefuser is logged in, delete the session vars to log them out

session_start(); Now a session vaviable is used to theek

if | iSSC‘{'.(IsI_SESSIONE‘uscr_id'J) ) | the '°5‘i" S{:a{:us instead O‘F a tookie.

// Delete the session vars by clearing the $ SESSION array th
I < sion vaviables, assign the
'S_SESSION = avra\/(),‘ ’ To tlear O\A{l {')\C session ) 9

................................ @ ,’l SESS'ON su\aerglobal an CMP{Z\l aV‘V'a\f

// Delete the session cookie by setting its expiration to an hour ago (3600)

if (isset ($_COOKIE[session name()])) {

seteookie(session_name(), ¥, time() — 3600); @

~__ I£ a session tookie exists, delete it b\/
setting its expivation to an hour ago.

// Destroy the session

a ¢all 4o the built-in
scssion_dcs{:ro\/() funetion.

..%9.5.5.‘9%4??&*.9.7.‘.?&...“0 " Destroy the session with

// Redirect to the home page

Shome url = 'http://' . $ SERVER['HTTP HOST'] . dirname ($ SERVER['PHP SELF']) . '/index.php';
header ('Location: ' . $home url); @
?>

instead of pure cookies for log-in persistence. Write the missing code to
“sessionize” the Log-Out script, and then annotate which step of the log-out
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The move from cookies to sessions impacts more than just the Log-Out
script. Match the other pieces of the Mismatch application with how
they need to change to accommodate sessions.

[+

appvars.php <t

[+

connectvars.php

rea— R T
=
| —

F4Y -

login.php

signup.php

viewprofile.php

editprofile.php

HaAaw DO V' CTHAaANGE™

No change since the script has no direct dependence on
log-in persistence.

Sessions are required to remember who the user is. Call
the session_ start () function to start the session,
and then change $ COOKIE references to $ SESSION.

Sessions are required to control the navigation menu.
Call the session start () function to start the
session, and then change $ COOKIE references to

$ SESSION.

building personalized web apps
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how do i change solution

R v Oy,

HAW DO V' CTHANGE™
SQA\LLUTI\QN

The move from cookies to sessions impacts more than just the Log-Out
script. Match the other pieces of the Mismatch application with how
they need to change to accommodate sessions.

appvars.php | < F

[+

connectvars.php

m e
=ty J
“——

#

login.php

No change since the script has no direct dependence on

log-in persistence.

Sessions are required to remember who the user is. Call
= i the session start () function to start the session,
S i | f— and then change $ COOKIE references to $ SESSION.

Sessions are required to control the navigation menu.
Call the session start () function to start the
session, and then change $ COOKIE references to

$ SESSION.

signup.php

viewprofile.php

editprofile.php
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QBUI.I.ET POINTS

session.

m HTTP authentication is handy for restricting access to n
individual pages, but it doesn’t offer a good way to “log
out” a user when they're finished accessing a page.

m  Cookies let you store small pieces of data on the client
(web browser), such as the log-in data for a user.

m Al cookies have an expiration date, which can be far [
into the future or as near as the end of the browser

the past.

To delete a cookie, you just set its expiration to a time in

Sessions offer similar storage as cookies but are stored
on the server and, therefore, aren’t subject to the same
browser limitations, such as cookies being disabled.

Session variables have a limited lifespan and are always
destroyed once a session is over (for example, when the
browser is closed).

Q: The session_start()
function gets called in a lot of different
places, even after a session has been
started. Are multiple sessions being
created with each call to session__
start()?

A: No.The session start()
function doesn't just start a new session—it
also taps into an existing session. So when
ascriptcalls session start (),

the function first checks to see if a session
already exists by looking for the presence

of a session ID. If no session exists, it
generates a new session ID and creates the
new session. Future calls to session
start () from within the same application
will recognize the existing session and use it
instead of creating another one.

Q: So how does the session ID
get stored? Is that where sessions
sometimes use cookies?

A: Yes. Even though session data gets
stored on the server and, therefore, gains
the benefit of being more secure and outside
of the browser’s control, there still has to be
a mechanism for a script to know about the
session data.

tbere qre no °
Dumb Questions

This is what the session ID is for—it uniquely
identifies a session and the data associated
with it. This ID must somehow persist on the
client in order for multiple pages to be part of
the same session. One way this session ID
persistence is carried out is through a cookie,
meaning that the ID is stored in a cookie,
which is then used to associate a script with
a given session.

Q; If sessions are dependent on
cookies anyway, then what’s the big deal
about using them instead of cookies?

AI Sessions are not entirely dependent
on cookies. It's important to understand
that cookies serve as an optimization for
preserving the session ID across multiple
scripts, not as a necessity. If cookies are
disabled, the session ID gets passed from
script to script through a URL, similar to how
you've seen data passed in a GET request.
So sessions can work perfectly fine without
cookies. The specifics of how sessions
react in response to cookies being disabled
are controlled in the php.ini configuration
file on the web server via the session.
use cookies, session.use
only cookies,and session.
use trans sid settings.

Q: It still seems strange that sessions
could use cookies when the whole point
is that sessions are supposed to be
better than cookies. What gives?

A: While sessions do offer some clear
benefits over cookies in certain scenarios,
they don’t necessarily have an either/or
relationship with cookies. Sessions certainly
have the benefit of being stored on the
server instead of the client, which makes
them more secure and dependable. So if you
ever need to store sensitive data persistently,
then a session variable would provide more
security than a cookie. Sessions are also
capable of storing larger amounts of data
than cookies. So there are clear advantages
to using sessions regardless of whether
cookies are available.

For the purposes of Mismatch, sessions offer
a convenient server-side solution for storing
log-in data. For users who have cookies
enabled, sessions provide improved security
and reliability while still using cookies as an
optimization. And in the case of users who
don’t have cookies enabled, sessions can
still work by passing the session ID through
a URL, foregoing cookies altogether.
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migrating from cookies to sessions

Complete the session transformation

Even though the different parts of Mismatch affected by sessions use
them to accomplish different things, the scripts ultimately require similar <?php

session_start();

changes in making the migration from cookies to sessions. For one, they
all rpust call the session start () function to get rolling with’
sessions initially. Beyond that, all of the changes involve moving from
the $ COOKIE superglobal to the $ SESSION superglobal, which is
responsible for storing session variables.

2>

All of the session—powered
scrip'(:s start out with a esll
+o session_start() 4o get

the session up and vunning,

// 1f the uss=—iop't loaded in, try to log them in
if (!isset’$7SESSION['uSerfid'1\) {
if (isset (»_rOST|'suomic 1)) {

// Connect to the database
Sdbc = mysqli_connect (DB_HOST, DB_USER, DB_PASSWORD, DB_NAME) ;

// Grab the user-entered log-in data
$user_username = mysqliirealiescape_string($dbc, trim(siPOST[‘username']));
Suser_password = mysqliirealiescape_string($dbc, trim($7POST['password']));

if (lempty(Suser_username) && lempty ($user_password)) {
// Look up the username and password in the database

Squery = "SELECT user_id, username FROM mismatch_user WHERE username = '$user username' AND " .
"password = SHA ('$user_password')

Sdata = mysqli_query($dbc, Squery) ;

".

if (mysqlignum_rows(Sdata) = 1) {
// The log-in is OK so set the user ID and username session vars, an

Srow = mysqli fefch array($data);

d redirect to the home page

S SESSION|['user id'D= Srow(['user_id'];

= Srow['username'];
STHome_uLl —  nevp-// . S_SERVER['HTTP_HOST‘] B dirname($_SERVER['PHPVSELF']) . '/index.php';
header ('Location: ' . Shome_url) ;

}

else {
// The username/password are incorrect so set an error message
Serror_msg = 'Sorry, you must enter a valid username and password to log in."';

)

WW#
.

k The Log-—,n sevipt uses sessions to foon-phe
vremember the user D and username
for log—in pevsistente, and it does
so by velying on the ,‘I SESSION

superglobal instead of ,"_COOK,E.
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echo '&#10084; <a href
echo '&#10084; <a href
}
else {
echo 's#10084; <a href
echo '4#10084; <a href

// Loop through the arra
echo '<h4>Latest members
echo '<table>';

while (Srow mysgli fet

if (isse((($ SESSION[
echo '<ta><g
$row['first¥namew

1

}
else {
echo '<td>"'
}
}
echo '</table>';

Similay o the
Loﬁ-lh and home
Pages, the Edit
Pr vlle scrip{: now
uses § SESSION
access log—in
data instead of
i_COOKIE.

Al‘{:hough not shown,
£he View Profile
sCri\?{: uses sessions
in muth the same

way as Edit Profile.

// Generate tha nociiorsn menu
if (isset $7SESSION['username'J ) {
echo '&#1UUsa; <a hret='V¢gwyrofile.php

. Srow['firstﬁname']

">View Profile</a><br />' i

="editprofile.php">Edit Profilocios vy /oo
="logout.php">Log Out [ $‘SESSION['username'] ')</a>';

="login.php">Log In</a><br />';

="signup.php">Sign Up</a>';

The Mismateh home page uses
the §_SESSION superglobal
instead of ,‘I_COOKIE {0 attess
log—in data while generating
the menu and thoosing whether
or not to PY‘OVidC a link 4o the
“Yatest members” profiles.

-

y of user data,
:</hd>r;

formatting it as HTML

ch_array($data)) {

,_¢le.php?user_id='
a></td></tr>';

Srow(['user id'] s

. A'</

'</td></tr>;

logged 1in before going any further.

// Make _suxo the user
ifeé;isfi;\s SESSION[‘useiTif;; la{href="login.php">log in</a> to access this page.</p>';
exit ()7
}
elZihé(%p class="login">You are logged in as ' .

<a href="logout.php">Log out</a>.</p>");

i t &&
if (lempty($first_name) && lempty ($last_name) && lempty ($gender) && lempty ($birthdate)

i te)) f
lempty ($city) && lempty ($sta ) )
// Only set the picture column if there is a new picture

viewprofile.php

i ! ty ($new_picture)) f{ ) Ceraet namet
lf$(u22p Z("UPDXEI)‘E mismatch user SET first name = 'Sflrstinamg','last_namf vssia:2|_ 2 ’
Hgender = * \ birthdate = 'Sbirthdate', citv = 'Scirul_srate = ]

e T e id = '" S SESSION| 'user id'] e,

"picture = '$new_picture' WHERE user_id = . _
}lse { ' = '$last_name', "
: Squery = "UPDATE mismatch user SET first_name = '$first_name ,'lasz_:ame Tsstate'_" ’

. ir hl i = 'Scit state =

"gender = '$gender', pirthdoro — 18h thdate';'flty Scity

"WHERE user id = '" . S*SESSION['userild‘j . H
}
mysqli_query ($dbc, Squery) ;

editprofile.php
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fireside chat between cookie and session variable

Fireside Chats

v @

Cookie:

There’s been a lot of talk around here among us
cookies about what exactly goes on over there on
the server. Rumor is you’re trying to move in on our
territory and steal data storage jobs. What gives?

That doesn’t make any sense to me. The browser is
a perfectly good place to store data, and I’'m just the
guy to do it.

Uh, well, that’s a completely different issue. And
if the user decides to disable me, then clearly they
don’t have any need to store data.

So I suppose your answer is to store the data on the
server? How convenient.

Alright, Einstein. Since you seem to have it all
figured out, why is it that you still sometimes use me
to store your precious little ID on the browser?

400 Chapter 7

Tonight’s talk: Cookie and session variable get down and
dirty about who has the best memory

Session variable:

Come on now, steal is a strong word. The truth is
sometimes it just makes more sense to store data on
the server.

What about when the user disables you?

Not true. The user often doesn’t even know a web
application is storing data because in many cases,
it is behind-the-scenes data, like a username. So if
you’re not available, they’re left with nothing.

Exactly. And the cool thing is that the user doesn’t
have the ability to disable anything on the server, so
you don’t have to worry about whether or not the
data is really able to be stored.

Er, well, most people really don’t know about that, so
there’s no need to get into it here. We can talk about
that off the record. The important thing is that 'm
always around, ready to store data on the server.



Cookie:

Come on, tell me how much you need me!

Oh I know you can, but the truth is you’d rather not.

And maybe deep down you really kinda like me.

Ah, so you’re going to resort to picking on the little
guy. Sure, I may not be able to store quite as much
as you, and I'll admit that living on the client makes
me a little less secure. But it sure is more exciting!
And I have something you can only dream about.

Well, all that storage space and security you’re

so proud of comes at a cost... a short lifespan! I
didn’t want to be the one to have to tell you, but
your entire existence is hinging on a single browser
session. I think that’s how you got your name.

It’s simple. I don’t die with a session, I just expire.
So I can be set to live a long, full life, far beyond the
whim of some click-happy web surfer who thinks
it’s cute to open and close the browser every chance
he gets.

Problem is, those same scripters often set my
expiration to such a short period that I don’t really
get to experience the long life I truly deserve. I
mean, [...

building web apps

Session variable:

Alright, I will admit that from time to time I do lean
on you a little to help me keep up with things across
multiple pages. But I can get by without you if 1
need to.

Look, I don’t have any problem with you. I just wish
you were a little more secure. And you have that size
limitation. You know, not every piece of persistent
data is bite-sized.

Is that so? Do tell.

You mean you can go on living beyond a single
session? How is that possible?!

Wow. What a feeling that must be to experience
immortality. My only hope is that some slacker
scripter accidentally forgets to destroy me when he
closes a session... but the browser will still do me in
whenever it gets shut down.

Hello? Are you there? Geez, expiration is harsh.

401



test drive the "sessionized” mismatch

—TasT Drive

Change Mismatch to use sessions instead of cookies.

Modify the Mismatch scripts so that they use sessions instead of cookies to support

log-in persistence (or download the scripts from the Head First Labs site at www .
headfirstlabs.com/books/hfphp). The session modifications involve changes to the
index.php, login.php, logout.php, editprofile.php, and viewprofile.php
scripts, and primarily involve starting the session with a call to the session start ()
function and changing $ COOKIE superglobal references to use $ SESSION instead.

Upload the scripts to your web server, and then open the main Mismatch page (1ndex.php)in
a web browser. Try logging in and out to make sure everything works the same as before. Unless
you had cookies disabled earlier, you shouldn’t notice any difference—that’s a good thing!

Very cool. It's nice
being able to log in
even without cookies
turned on.

Mismatch - Log In

LogIm
User nams:  jasos!

Thanks to sessions, users
with eookies disabled ean
still log in and aceess
their personal profiles.

Mismateh - Edit Profile
You are logged ia ay jasonf. Log oWl

= Persomal Informacion
Firat name; o
Iast pagng: Timisgion
Gemider: "‘-“_'_'.:I
Birthdade: 2566-05-24
Clty:  valipansd
Slade: 8
Pheture: [ Chosse Fike | ne file oo

a

[ fawe Prafies |
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Sessions without cookies may not work if your
PHP settings in php. ini aren’t configured
properly on the server.

In order for sessions to work with cookies disabled, there
needs to be another mechanism for passing the session

ID among different pages. This mechanism involves appending the
session ID to the URL of each page, which takes place automatically if
the session.use trans_id setting is set to 1 (true) in the php.ini
file on the server. If you don’t have the ability to alter this file on your
web server, you’ll have to manually append the session ID to the URL of
session pages if cookies are disabled with code like this:

<a href="viewprofile.php?<?php echo SID;

Watch it!

?>">view your profile</a>

The SID superglobal holds the session
ID, whieh is being passed along
H\rough the URL so that the View
Profile page knows about the session.
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why the automatic logout?

Users aren’t feeling welcome

Despite serving as a nice little improvement over cookies, something

about the new session-powered Mismatch application isn’t quite right.
Several users have reported getting logged out of the application despite
never clicking the “Log Out” link. The application doesn’t exactly feel
personal anymore... this is a big problem.

Hey, we were logged in last time
we checked, and suddenly we're all

Frustrated logged out! What gives?
users dre never
a good thing,
S Q This isn't the
Q message we

want Mismateh
4o send its usevs.

Mismatch - Where oppasites attract

~ ﬁ

Latest rueonbers:

The home page is
presented to the
vegistered users as
if they ave visitors
even though they
5 never logged out.
Users are being loaaed out

of Mismateh 3'.{}32{ ever
Clickins the “Log Ou{:" link.
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_ @RA“«
‘PQWEWR
What do you think is causing users to be

automatically logged out of Mismatch? Is
it something they’ve done inadvertently?
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the lifespan of cookies and sessions

Sessions are short-lived...

The problem with the automatic log-outs in Mismatch has to do with S}‘;{?:‘CV sessions or Lookies gre
the limited lifespan of sessions. If you recall, sessions only last as long as ﬂ‘c ’ °5.5‘;:"5 in is what sets
the current browser instance, meaning that all session variables are killed ¢ Persistent wheels in motion.

when the user closes the browser application. In other words, closing the
browser results in a user being logged out whether they like it or not. This
1s not only inconvenient, but it’s also a bit confusing because we already
have a log-out feature. Users assume they aren’t logged out unless they’ve
clicked the Log Out link.

Logging in with sessions
vesults in the ereation
two session variables.

Onte the session
vaviables ave
destroyed, the user is
lOSSCd ou{...whc‘thcr
they like it or not/

username = sidneyk

The session
vaviables ave used

4o vemember the \}_“ﬁ:
idcn{:i{:\/ of the user. Zoamm

L e

The session variables
are dcs{:ro\/cd a|on3
with the session when
the browser is ¢losed.

The user ¢tloses the
browser but may not

vealize that they just A \
logged themselves out.

Even though you can destroy a session when you’re finished with it, you SCSSiOﬂ Varial)les are
can’t prolong it beyond a browser instance. So sessions are more of a short-

term storage solution than cookies, since cookies have an expiration date c[estroyec[ Wllen tlle
that can be set hours, days, months, or even years into the future. Does

that mean sessions are inferior to cookies? No, not at all. But it does mean user el'l(Is a session l)y

that sessions present a problem if you’re trying to remember information

beyond a single browser instance... such as log-in data! ClOSlﬂg tl‘e Lrowser'
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. v M
... but cookies can last forever! f’aYl" not forever,
ut Plcw(:\/ long cnough

Unlike session variables, the lifespan of a cookie isn’t tied to a browser to outlast a session.
instance, so cookies can live on and on, at least until their expiration date
arrives. Problem is, users have the ability to destroy all of the cookies
stored on their machine with a simple browser setting, so don’t get too
infatuated with the permanence of cookies—they’re still ultimately only
intended to store temporary data.

user id = 3
time() + 2 hours

Similar to sessions,
tookies are treated
at Iog—ih.

The liﬁcsyan of a cookie
is determined by its

Cookies are only expivation date/time.

dcs{:ro\/cd when D/

they expive Cookies are destroyed

when tltey expire, giving
them a longer li{espan
than session variables.
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) . . . .‘t"ve
As long as Yyou're not dealing with hlghl\/ sensiti
data, ?n w;\/it,h case, the weak security of eookies
would arque for using sessions by themselves.

So would it make sense to use both
sessions and cookies, where cookies
help keep users logged in for longer
periods of time? It would work for
users who have cookies enabled.

Yes, it’s not wrong to take advantage of the
unique assets of both sessions and cookies
to make Mismatch log-ins more flexible.

In fact, it can be downright handy. Sessions are better suited
for short-term persistence since they share wider support

and aren’t limited by the browser, while cookies allow you to
remember log-in data for a longer period of time. Sure, not
everyone will be able to benefit from the cookie improvement,
but enough people will that it matters. Any time you can
improve the user experience of a significant portion of your
user base without detracting from others, it’s a win.
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Sessions + Cookies = Superior log-in persistence

Tor the ultimate in log-in persistence, you have to get more creative and combine all of
what you’ve learned in this chapter to take advantage of the benefits of both sessions
and cookies. In doing so, you can restructure the Mismatch application so that it excels

When a user i
at both short-term and long-term user log-in persistence. |°55 in, both

session variables and

tookies are set +o store
the user [D and username.
) user id = 31
time() + 39 days

username = sidneyk
time () + 30 days

Start heve!

Closing the browser
vesults in the session
variables bcing dCS{:\ro\/cd,
The next time the user b not. the 2ookice
opens Mismateh, the tookies
ave used o veereate the
session vaviables...voilal

Thc user
tloses the
web browser,
killing the
Session In
the protess.

N '/ !

)

g N
) \

S~

The expivation for
the tookies is se

4o 30 days after
the imbial \og—'m.

4
The log—in data stored j\ , ’
4

in the tookies is used to Rather than keeping users —
\ veset the session varuab|c5-’ ”, logged in forever, the cookies
SO _ - are destroyed 30 days later.

‘n_-—‘

&H
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therejare no
Dumb Questions

Q; So is short-term vs. long-term persistence the reason to choose
between sessions and cookies?

AI No. This happened to be the strategy that helped guide the design of the
Mismatch application, but every application is different, and there are other
aspects of sessions and cookies that often must be weighed. For example, the
data stored in a session is more secure than the data stored in a cookie. So

even if cookies are enabled and a cookie is being used solely to keep track of
the session ID, the actual data stored in the session is more secure than if it was
being stored directly in a cookie. The reason is because session data is stored on
the server, making it very difficult for unprivileged users to access it. So if you're
dealing with data that must be secure, sessions get the nod over cookies.

Q,: What about the size of data? Does that play a role?

AI Yes. The size of the data matters as well. Sessions are capable of storing
larger pieces of data than cookies, so that's another reason to lean toward
sessions if you have the need to store data beyond a few simple text strings. Of
course, a MySQL database is even better for storing large pieces of data, so make
sure you don’t get carried away even when working with sessions.

Q: So why would | choose a session or cookie over a MySQL database?

< Convenience. It takes much more effort to store data in a database, and
don't forget that databases are ideally suited for holding permanent data. Log-in
data really isn't all that permanent in the grand scheme of things. That's where
cookies and sessions enter the picture—they’re better for data that you need to
remember for a little while and then throw away.
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The Mismatch application has been redesigned to
pHp Magnets use both sessions and cookies for the ultimate in user

log-in persistence. Problem is, some of the code is
missing. Use the session and cookie magnets to add back the missing code.

if (mysgli num rows ($data) ==1) { . .
// Tieqlog—in;is OK so set the user ID and username session vars (and cookies),
// and redirect to the home page
$row =mysqgli fetch array ($data) ;s

['user_id'] = $row['user_id'l;

['username'] = Srow['username'];

setcookie ('user id', Srow['user_id'], time() + (60 * 60 * 24 *30)); // expil.fes in 320d2yss
setcookie('usergame' , Srow['username'], time() + (60 * 60 * 24 * 30? )i /1 ex}?lres -l;]indejy hp';
Shome url = 'http://' . $_SERVER['HTTP_HOST'] . dirname ($_SERVER['PHP_SELF']) . -php 7
header ('Location: ' . $home_url);
} <?
<?php *
// If the user is logged in, delete the session vars to 1
og them out :
session start(); g login.php
IE (dsset( ... [‘user_id']))
// Delete the session vars by clearing the $_SESSION array
...................... =array();
// Delete the session cookie by setting its expiration to an hour ago (3600) <?
if (isset( [session name()]1)) {
...................... 2
setcookie (session name(), '', time() - 3600); -
} logout.php

// Destroy the session
session_destroy () ;

}

// Delete the user ID and username cookies by setting their expirations to an hour ago (3600)

setcookie ('user_id', '', time () - 3600); $_SESSION
setcookie ('username', '', time () - 3600) ;
$ SESSION
<?php -
session start();

$_SESSION

// 1f the sessionvars aren't set, try to set them with a cookie

H (!isset( ..................... [‘user_id'])) { . ) { ‘?
if (isset(’ ['user id']) && isset( .. ['username'])
......... ['user id']l = ['user id'l; 7

.................. ['username']; index‘-php
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php magnets solution

The Mismatch application has been redesigned to use both sessions
PHP Magnets

and cookies for the ultimate in user log-in persistence. Problem is,

S l . some of the code is missing. Use the session and cookie magnets to
olution add back the missing code.

if//(rgillxseqllégil;;n;irsog; fod:;i)t;; uée{r 1D and username session vars (and cookies),
// and redirect to the home page
$row =mysgli fetch array ($data) s The new cookies are

$ SESSION ['user 1id'] = Srow(['user 1d']; set in addition +o

‘ , the session variables.
$ SESSION ['username'] = $row( 'username'];

setcookie ('user id', $row['user id'], time() + (60 * 60 * 24 * 30)); // expi:lfes il.”l 3god3yss
setcookie('usergame', Srow['username'], time() + (60 * 60 * 24 * 30)); // expvlres il_l’l. ) ay .y
Shome url = 'http://"' . $ SERVER['HTTP HOST'] . dirname($_SERVER[‘PHP_SELF 1) . '/index.php';

header ('Location: ' . $home_url);
} <
<?php (49
// If the user is logged in, delete the session vars to 1
og them out .
session start(); d login.php

if (isset([ 'user id'])) {

// Delete the session vars by clearing the $ SESSION array

// Delete the session cookie by setting its expiration to an hour ago (3600)

=2
if (isset( [session name()])) {

£ . 2>
setcookie (session name(), '', time () - 3600); L°59m5 out now ~
} vequives deleting both logout.php
ion tookie and
// Destroy the session the session ? Kies
session destroy () ; the new |o§—lh CooKies.
}

// Delete the user ID and username cookies by setting)their expirations to an hour ago (3600)
setcookie ('user_id', '', time () - 3600);
setcookie ('username', '', time () - 3600) ;

<?php
session start();

I£ the user isn't logaed in

via the session, theek to
// If the session vars aren't set, try to set them with a cookie see if the tookies are set.

$_SESSION
$_COOKIE

[Tuser id']l =

if (!isset( ['user_id']))

if (isset(

$_COOKIE

$_COOKIE

['username'] =

$_SESSION

, | $_sEssION

L This same tookie/session tode
N Set the session vaviables must also 90 in edi{:\?\rofilc.yhy
e using the ookies. and viewprofile.php.

! EADRIR <
['user_id']) && isset ( [ 'username
['username’] \ index!php
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—Test DRIVE

Change Mismatch to use both sessions and cookies.

Modify the Mismatch scripts so that they use both sessions and cookies to support
log-in persistence (or download the scripts from the Head First Labs site at www .
headfirstlabs.com/books/hfphp. This requires changes to the index.php,
login.php, logout.php, editprofile.php, and viewprofile.php scripts.

Upload the scripts to your web server, and then open the main Mismatch page (1ndex.
php) in a web browser. Try logging in and then closing the web browser, which will cause
the session variables to get destroyed. Re-open the main page and check to see if you're still
logged in—cookies make this possible since they persist beyond a given browser session.

Combining tookies with sessions
adds longer term ycrsis{;cm‘,c to the

[\ extellent short—term persistence

alveady made possible by sessions.

Awesome! Mismatch now
remembers us regardless
of whether we close our
browsers or not.

Oh well, T guess
you can't win ‘em all.
Most users ave thrilled

with how sessions and

¢ookies tombine to —
vemember them better.

Msin5 tookies to help
make sessions better
doesn't help users

. who have ¢ookies
disabled... You tan

OHI)' do so muth.

you are here » 413



php & mysql

iy

y

Your PHP & MySQL Toolbox

You’ve covered quite a bit of
new territory in building a user

SHA (value)
management system as part of the
: ion entvypts a
Mismatch application. Let’s recap some This MYSQL (:'md"'o"' e’f Bl obvi
of the highlights. piece of text, vesulting in 3 string

of &40 hexadetimal ¢havatters.
This funttion ?vovidcs a 5\rea{:
way to cntx\/f{: data that needs
4o remain unreﬁognizablc within
seteockie ) the database. [t is @ one—way
This built—in PHP funetion is used CV\C\'\/\’{'.'IOV\: :\owcvc\r, ”mzamng that
4o set a cookie on the browser, theve is no “deerypt” function.

intluding an o?{'lonal cxyi\ra'l:ion $_COOKIE
date, after whith the cookieis .|
dcs{:ro\/cd. H: no c%‘viva‘l:ion is s built—in PHP S“PCY‘global is

used to ace :
provided, the cookie is deleted s an aveay C: dc‘«::l:: ;ia'l:;. It session _destroy ()

i d. b ookie is
when the browser is tlose stored as an cn{:r\/ in the arvay. This builk—in PHP funetion tloses
So é.icccssing a tookie value involves @ session, and should be called
sPCCrFYihﬂ the name of the tookie  when \/ou'rc Finished with a

— as the array index. particular session. This funetion

does not destroy session vaviables;

session_start() I however, so it’s important to

manually tlean th by ¢learin
This built—in PHP function stavts —— o::‘:h;/ f ?ESSIBT/ :}:chglobal- ’
a new session or re—starts a pre— =

existing session. You must call this

funetion prior to aceessing any $ SESSION P
session vaviables. -

This built—in PHP superglobal is
used to aceess session data. It is
an arvay, and eath session variable
is stoved as an entry in the arvay.
So attessing the value of a session
vaviable involves specifying the
name of the variable as the array
index.

——————
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*‘WH Q DQES wWHaAT™

Several pieces of code from the Mismatch application have been pulled
out, and we can’t remember what they do. Draw lines connecting each
piece of code with what it does.

PHP/MySQL Code Description

empty ($_COOKIE[ 'user_id']) Use a session variable to determine if a user
is logged in or not.

setcookie(session name(), '', time() - 3600); Use a cookie to determine if a user is logged
in or not.
SHA (' $user_password') Destroy a session cookie by setting its

expiration to an hour in the past.

session_destroy () Encrypt a user’s password into an
unrecognizable format.

setcookie('user_id', $row['user_id']) Store a user’s unique ID in a cookie.
$_SESSION = array() Start a new session.
session_start() Close the current session.

isset ($_SESSION['user_id']) Destroy all session variables.
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+
WHO DQES WH AT

Several pieces of code from the Mismatch application have been pulled
out, and we can’t remember what they do. Draw lines connecting each
piece of code with what it does.

PHP/MySQL Code Description

empty ($_COOKIE[ 'user_id']) Use a session variable to determine if a user

is logged in or not.

setcookie(session name(), '', time() - 3600); Use a cookie to determine if a user is logged
in or not.
SHA ('$user_password') Destroy a session cookie by setting its

expiration to an hour in the past.

session_destroy () ~_ Encrypt a user’s password into an

unrecognizable format.

setcookie ('user_id', $row['user_id'l]) Store a user’s unique ID in a cookie.

$_SESSION = array()

Start a new session.

session_start() Close the current session.

isset ($_SESSION['user_id']) Destroy all session variables.
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